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It is hard to imagine a machine handling a complaint.
—Comment in James Gleick, What Just Happened:
A Chronicle from the Information Frontier

In January 2007, Dave deBronkart was diagnosed with stage IV kidney cancer, a
condition which, at the time, had a median survival rate of 24 weeks. He immedi‐
ately underwent surgery and became a participant in a clinical drug trial. DeBron‐
kart, who was employed in the computer industry, also became a determined ‘e-
patient’,1 using any and all online resources that might help his treatment and
help him cope with his condition. It worked. DeBronkart became a technology-
focused cancer survivor, an active blogger on an e-patient website,2 and, a year
later, co-chair of the Society for Participatory Medicine.3

The hospital that provided his medical care – Beth Israel Deaconess Medical
Center in Boston – had been a pioneer in providing patients with online access to
their medical records.4 In early 2009, deBronkart took advantage of a new feature
that allowed him to upload his medical data into an electronic health-record sys‐
tem called Google Health.5 The Beth Israel system was not linked electronically to
other area hospital systems. If, for example, he had needed to see a doctor at Mas‐
sachusetts General Hospital a few miles away, deBronkart would have had to
print out his file and carry it over. The attraction of Google Health was that it
allowed deBronkart to keep all his medical data, from any system or physician, in
one place, accessible anywhere.

Almost immediately after deBronkart’s data was copied into the Google
Health system, the Google site reported to him that his cancer had spread to his
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1 T. Ferguson & e-Patient Scholars Working Group, ‘e-Patients: How They Can Help Us Heal
Healthcare’, 2007, available at: <http:// e -patients. net/ e -Patients_ White_ Paper. pdf>.

2 See e-Patient Dave, ‘About e-Patient Dave’, available at: <http:// e -patients. net/ archives/ author/
dave -debronkart>.

3 Society for Participatory Medicine, ‘Founders Circle’, available at: <http:// participatorymedicine.
org/ about/ board -of -directors/ founders -circle/ >.

4 Beth Israel Deaconess Medical Center, ‘Patient Site’, available at: <www. patientsite. org>.
5 Wikipedia, ‘Google Health’, available at: <http:// en. wikipedia. org/ wiki/ Google_ Health> (last
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spine, that he had chronic lung disease, and many other illnesses and conditions.6

A ‘Medication Alert’ appeared on screen, informing him that his blood-pressure
medication required ‘immediate attention’. DeBronkart may have needed a much
higher dosage of blood-pressure medication at that point, given the news he was
receiving. He soon determined, however, that he did not have any of the prob‐
lems Google Health told him he had. When he pushed the button and instructed
Beth Israel to send his files to Google Health, Beth Israel had sent billing codes
instead of clinical diagnoses. Billing codes, unfortunately, do not map precisely to
patient problems and illnesses. At the time, there were far more illnesses and
medical conditions than there were codes for insurance reimbursements. Google,
however, accepted the codes as medical diagnoses and informed deBronkart that
he was quite ill.

DeBronkart’s next move was almost as novel as the circumstances that led to
his situation: he recounted his experience on his blog.7 That led to a front-page
story in the Boston Globe,8 which in turn prompted the hospital to make sure that
the problem would not occur again. DeBronkart used his newfound public recog‐
nition to focus attention on the role of the patient in health care,9 becoming an
important voice in the movement to give patients a larger role in managing their
own health care.10 In 2014, he was the first patient to be appointed Visiting Pro‐
fessor at the Mayo Clinic.11

DeBronkart’s situation may seem unlike anything you might experience.
However, we all press buttons every day with the assumption that nothing will go
wrong. Clicking a mouse, swiping a card, scanning a bar code, using a smart‐
phone, talking to a machine, setting off a sensor or even starting one’s car are all
routine daily activities we do in the hope of learning something new, making

6 D. deBronkart, ‘Imagine Someone Had Been Managing Your Data, And Then You Looked’, e-
Patients.net, 1 April 2009, available at: <http:// e -patients. net/ archives/ 2009/ 04/ imagine -if -
someone -had -been -managing -your -data -and -then -you -looked. html>.

7 DeBronkart wrote: “Imagine that for all your life, and your parents’ lives, your money had been
managed by other people who had extensive training and licensing. Imagine that all your records
were in their possession, and you could occasionally see parts of them, but you just figured the
pros had it under control. Imagine that you knew you weren’t a financial planner but you wanted
to take as much responsibility as you could – to participate. Imagine that some money managers
(not all, but many) attacked people who wanted to make their own decisions, saying ‘Who’s the
financial planner here?’ Then imagine that one day you were allowed to see the records, and you
found out there were a whole lot of errors, and the people carefully guarding your data were not
as on top of things as everyone thought.” See deBronkart, 2009.

8 L. Wansgness, ‘Electronic Health Records Raise Doubt’, Boston.com, 13 April 2009, available at:
<www. boston. com/ news/ nation/ washington/ articles/ 2009/ 04/ 13/ electronic_ health_ records_
raise_ doubt/ >.

9 D. deBronkart, ‘Should Patient Engagement Be Regulated?’, Better Health, 11 October 2010,
available at: <http:// getbetterhealth. com/ should -patient -engagement -be -regulated/ 2010. 10. 11>.

10 C. Fleming, ‘February Health Affairs Issue: New Era of Patient Engagement’, Health Affairs Blog, 4
February 2013, available at: <http:// healthaffairs. org/ blog/ 2013/ 02/ 04/ february -health -affairs -
issue -new -era -of -patient -engagement/ >.

11 L. Aase, ‘Mayo Chiefs Name a Patient as 2015 Visiting Professor’, Mayo Clinic, 22 October 2014,
available at: <http:// socialmedia. mayoclinic. org/ discussion/ mayo -chiefs -name -a -patient -as -2015 -
visiting -professor/ >.
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money, playing a game, connecting with a friend/acquaintance and so on. And
yet, these actions set in motion highly complex and hidden processes – processes
that usually lead to the desired result. But sometimes they don’t. In ways that
may not become known to the user for some time, something other than what is
expected may occur. When that happens, a problem or dispute must ultimately be
faced.

For most internet users, the online environment feels magical. It overcomes
physical limitations of time and space and enables us to learn, play, create and
work in new and convenient ways. It often seems, as an iPhone advertisement has
claimed, that “the laws of physics are only guidelines.”12 However, an online envi‐
ronment that continues to grow rapidly in novel, varied, valuable and complex
ways is also a powerful dispute-creation engine. Anything that generates eco‐
nomic and intellectual growth, as well as rapid technological change, also fosters
more disputes, and new kinds of disputes.

Some of these disputes percolate into the media and are reported. A few –
mostly those where large amounts of money are at stake – may end up in court. A
very few, where crimes have been committed, may be prosecuted and even go to
trial. The vast majority, however, never get close to a court. Instead, they are left
to the individual, company or group to handle, to somehow find a solution or,
more commonly, to live with the problem or pretend that it is of no consequence.

Just as our new information technologies generate problems, however, they
can also provide powerful tools for addressing and preventing these problems. At
the moment, these tools are in short supply and remain much as they were in the
pre-internet era. The purpose of this book is to clarify not only how technology
generates disputes but how technology can be employed to resolve and prevent
disputes. Most writing about the impact of the new technologies on law focuses
on legal doctrines, regulations and court opinions. As Richard Ross put it, the
main concern to date has been on how the “special properties of electronic media
will invite improvement or will require adjustment in particular bodies of law,
from intellectual property to sales, from antitrust to information crimes, and
from the First Amendment to civil procedure.”13 It is true indeed that it is hard to
find a legal doctrine untouched by our use of new communication and informa‐
tion-processing machines and devices.

The focus of Digital Justice is different. It is about the role of law and the pro‐
cesses that are emerging to enable individuals to resolve disputes. The idea of dig‐
ital justice itself is something that is both broader than a set of rules and doc‐
trines and also a challenge for all areas of law to rise to meet. Digital Justice aims
to clarify not only how technology generates disputes of all types – some serious,
some just annoying – but how technology can be employed to resolve and prevent
them. As discussed in Chapter 2, we use the term ‘justice’ primarily in a proce‐
dural sense, much in the same way it has been used by the ‘access to justice’ litera‐
ture.

12 See <www. youtube. com/ watch ?v= Ekmok6iSS6g>.
13 R.J. Ross, ‘Communications Revolutions and Legal Culture: An Elusive Relationship’, L. & Soc.

Inquiry, Vol. 27, 2002, pp. 637-638.
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Investing in both old and new forms of dispute resolution should be an
important societal priority. Growth in disputes – in number and in kind – always
parallels the growing use of our new technologies. Our activities online and off‐
line are taking place in an environment that is active, creative, and, for some,
lucrative; it is not, however, friction-free and harmonious. In any environment,
the more relationships that are formed and the more transactions that take place,
the more disputes are likely to occur. This becomes a bigger problem when the
transactions and relationships are novel, complex and part of a continuously
changing and intrusive environment.

While the increased conflict level is becoming integrated into our lives, dis‐
pute resolution systems are lagging behind. What is missing are novel and more
varied avenues of dispute resolution and more efforts at dispute prevention.
‘More’ does not mean a larger selection of what is already in existence. ‘More’ in
this context translates into the adoption of digital tools and systems that provide
solutions to problems as well as the use of information technologies in new ways
that anticipate and prevent disputes. The gap between the broadening spectrum
of disputes and the current conservative nature of existing dispute resolution and
prevention practices needs to be reduced. How to increase innovation in this area
is a theme at the heart of this book.

1 “Conflict as a Growth Industry”: How Many Disputes Are There?

In a period of transition, innovation and growth, dispute resolution – just like
every other societal institution – needs to come to terms with machines that use
information in extraordinary ways. Technology’s reach is broad and our attrac‐
tion to it great. There is already general awareness of a range of conflicts linked to
cyberspace, such as hacking, identity theft and intellectual property cases. Laws
related to the use and control of information – privacy or free expression, for
example – are often in the news. But focusing only on cases that have gone to
court or surfaced in the media is much too narrow, and the canvas of conflict rep‐
resented is, as a result, vastly incomplete. The courts may or may not handle well
large public disputes. There are very few systems, however, that give aid to the
millions of people who have been overcharged in some way, find a mistake in
their credit report, are harassed while playing an online game, or feel poorly
served by a ‘sharing economy’ company. We live in the era of ‘Big Data’ – unima‐
ginably large amounts of data about almost everything.14 And yet we have rela‐
tively little data about disputes. We may have statistics about how many cases a
court has handled, but most disputes do not end up in court. We do know that
eBay, for example, manages the extraordinary figure of 60 million disputes a year

14 V. Mayer-Schonberger & K. Cukier, Big Data: A Revolution that Will Transform How We Live, Work,
and Think, Boston, Houghton Mifflin Harcourt, 2013.
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between buyers and sellers.15 If this were a small claims court, it would be the
largest court in the world. Domain names – something that did not even exist
pre-internet – have generated over 50,000 disputes between domain name hold‐
ers and trademark owners, and are also generally resolved out of court.16

Measuring disputes is difficult because the concept of a dispute is more com‐
plex than it might seem. The noted legal scholar Marc Galanter once wrote that
disputes “are not some elemental particles of social life that can be counted and
measured. Disputes are not discrete events like births or deaths; they are more
like such constructs as illnesses and friendships, composed in part of the percep‐
tions and understandings of those who participate in and observe them.”17

Today, however, data is so valuable that we “strive to have ‘metrics’ for phenom‐
ena that cannot be metrically measured.”18 Indeed, thanks to Facebook and gov‐
ernment interests in health care, we now count both friendships and illnesses –
albeit by redefining what it is that is being counted. Our lack of empirical data
about disputes is partly a consequence of this amorphous nature of disputes. It is
also, however, a reflection of the lack of awareness and understanding concerning
the relationship between technology and conflict.

Problems and disputes are an inevitable by-product of any complex activity;
every society generates disputes. Every society also has traditions, norms, rules
and institutions that help to contain the level of disputing, either by preventing
them or by resolving them after they occur. Courts are rarely the place citizens go
to with complaints. Alternative dispute resolution (ADR) methods are also
becoming anachronistic for many kinds of contemporary disputes. Our rapidly
changing, technology-dependent world has largely neglected the need to develop
a new conflict prevention or resolution infrastructure.

It is unlikely that any society has exposed its members to as many potential
disputes as ours. The tools and systems needed to achieve digital justice should be
as available as the means employed to generate injustices. Problems such as those
experienced by Mr deBronkart – resulting from poor data quality, miscommuni‐
cation and poor software design – can result in an array of inconveniences, prob‐
lems, misunderstandings and disputes at any time. Although many of these may
seem minor, we are in an upward spiral of encountering more and more serious
issues.

Sending either data about ourselves or money along with the data is the price
we pay to enjoy the benefits of cyberspace and acquire an array of goods, services

15 S. Hattotuwa, ‘Conversation with Colin Rule, Director of Online Dispute Resolution for eBay and
PayPal’, ICT for Peacebuilding, 21 September 2006, available at: <https:// ict4peace. wordpress.
com/ 2006/ 09/ 21/ conversation -with -colin -rule -director -of -online -dispute -resolution -for -ebay -and
-paypal/ >.

16 See WIPO, ‘WIPO Domain Name Dispute Resolution Statistics’, available at: <www. wipo. int/ amc/
en/ domains/ statistics/ >; ‘Domain Name Disputes, Forum’, available at: <www. adrforum. com/
Domains>.

17 M. Galanter, ‘Reading the Landscape of Disputes: What We Know and Don’t Know (and Think
We Know) about Our Allegedly Contentious and Litigious Society’, UCLA L. Rev., Vol. 31, No. 1,
1983, p. 4.

18 L. Wieseltier, ‘Among the Disrupted’, N.Y. Times Sunday Book Review, 7 January 2015, available
at: <www. nytimes. com/ 2015/ 01/ 18/ books/ review/ among -the -disrupted. html>.

106 International Journal on Online Dispute Resolution 2016 (3) 2

This article from International Journal of Online Dispute Resolution is published by Eleven international publishing and made available to anonieme bezoeker

https://ict4peace.wordpress.com/2006/09/21/conversation-with-colin-rule-director-of-online-dispute-resolution-for-ebay-and-paypal/
https://ict4peace.wordpress.com/2006/09/21/conversation-with-colin-rule-director-of-online-dispute-resolution-for-ebay-and-paypal/
https://ict4peace.wordpress.com/2006/09/21/conversation-with-colin-rule-director-of-online-dispute-resolution-for-ebay-and-paypal/
http://www.wipo.int/amc/en/domains/statistics/
http://www.wipo.int/amc/en/domains/statistics/
http://www.adrforum.com/Domains
http://www.adrforum.com/Domains
http://www.nytimes.com/2015/01/18/books/review/among-the-disrupted.html


Digital Justice: Introduction

and informational resources. On ‘free’ sites, we in fact barter information – gen‐
erally personal – for access. If your doctor is on Facebook and you ‘Like’ your doc‐
tor, Facebook knows or thinks it knows, that you are a patient of the doctor and,
by combining this data with other data it possesses, knows why you are a patient
– or thinks it knows. This is one reason some hospitals prohibit their physicians
from ‘friending’ patients.19 In fact, what usually distinguishes successful compa‐
nies from unsuccessful ones is not only the revenue they receive but the ability to
turn the data accompanying it into something of value. Whether the data is good
or bad, true or false, however, does not necessarily interfere with turning it into
something valuable. For many entrepreneurial activities, bad data is still useful
data. DeBronkart was actually fortunate in that he was alerted that there was a
problem with his data. In many instances, one would not know that bad data has
been passed on to some other entity. In such cases, the problem is not that our
identity has been stolen or that our privacy has been invaded but that our iden‐
tity has been polluted in some way. Identity pollution, in the form of mistakes in
the numerous records containing information about us, is a much more wide‐
spread problem than identity theft.

Several decades ago, in their influential book Getting to Yes, Roger Fisher and
William Ury asserted that “conflict is a growth industry.”20 Today, this is an
understatement; disputes, this industry’s product, are not only increasing but are
increasing at an accelerated rate in numbers and in kind. Disputes are the collat‐
eral damage of innovation. They inevitably touch some percentage of every new
product or service. There were no disputes over a free press, for example, before
there was a press. It was almost impossible for an individual to violate the copy‐
right laws before we had copying machines and personal computers (and there
were no copyright laws at all before the printing press was invented). Before we
had search engines, no one could complain about embarrassing pictures turning
up in a list of search results or think that there was a need for the ‘right to be
forgotten’.21 Before we had lists of passwords, we could not forget or lose them.
Before we had Wikipedia, we could not have an ‘edit war’ over which Middle East‐

19 J. Halamka, ‘Social Media Guidelines for Our Clinicians’, September 28, 2016, available at:
<http:// geekdoctor. blogspot. com/ 2016/ 09/ social -media -guidelines -for -our. html>.

20 R. Fisher & L. William, Ury, Getting to Yes: Negotiating Agreement without Giving In, Bruce Patton
ed., 2nd ed., Boston, Houghton Mifflin Harcourt, 1993.

21 European Commission, ‘Factsheet on the “Right to be Forgotten” Ruling (c-131/12)’, 3 June
2014, available at: <http:// ec. europa. eu/ justice/ data -protection/ files/ factsheets/ factsheet_ data_
protection_ en. pdf>.
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ern country invented hummus.22 Before we had a ‘Like’ button on Facebook,
there was no litigation on whether pressing a Like button was protected under
the First Amendment.23 Before we had large-scale online games, could we ever
have had a dispute in which the owner of a virtual castle alleged that his virtual
goose that laid US $1,000 golden eggs daily had been stolen by a real-world
woman/virtual boy who had climbed a magically appearing giant beanstalk?24

The number of disputes will increase whenever transactions and relation‐
ships increase. One can be very confident that what one orders from Amazon will
be delivered. Yet Amazon is involved in so many transactions that it should not
be surprising when someone who orders a television set is instead delivered an
assault rifle, something actually experienced by a District of Columbia resident.25

While some percentage of transactions in any environment will go bad, the online
environment generates both more disputes and disputes of a type that we never
could have had in the pre-digital environment.

So how many disputes are we faced with? As already noted, in 2012 eBay han‐
dled over 60 million disputes between buyers and sellers by providing software
that assisted the parties to negotiate a satisfactory outcome over 80% of the
time.26 Are these all the disputes that occurred in the eBay environment? Not
really. When, at one time, it required fewer clicks to reach eBay’s Resolution Cen‐
ter, the number of complaints increased.27 Similarly, reducing the time it takes
systems like eBay’s or Alibaba’s to resolve a dispute should not be expected to
reduce the overall number of disputes. In fact, this may even cause users to sub‐
mit more disputes, displaying their trust in a system they find to be more accessi‐
ble and efficient. Access to justice is now enabled by software and mouse clicks,
just as in the old days access to justice was affected by the hours a court was open
or how distant it was.

22 “The Wikipedia edit war on hummus has raged for various reasons for years—and simultane‐
ously mocked by onlookers and even participants. It became so controversial, the article is cate‐
gorized under The Arab-Israeli Conflict and subject to the rule that only one revert can occur in a
24-hour period. The primary controversy has been whether hummus was first Israeli or Arab.
The current terminology is ‘Middle Eastern’—no one can disagree about that. People were espe‐
cially offended by using the term ‘Palestine’ in discussing its origins. In my studies, Palestine is a
perfectly legitimate geographic area term, but it has been so politicized, it can no longer go
uncensored … and then it drags hummus down with it.” See Wikipedia, ‘User: RM395/course/
Edit wars/Hummus’, 2013, available at: <http:// en. wikipedia. org/ wiki/ User: RM395/ Course/ Edit_
wars/ Hummus> (last modified 18 March 2013).

23 K. Hill, ‘Facebook Asks Federal Court to Respect a First Amendment Right to “Like”’, Forbes, 7
August 2012, available at: <www. forbes. com/ sites/ kashmirhill/ 2012/ 08/ 07/ facebook -asks -federal
-court -to -respect -a -first -amendment -right -to -like>.

24 F.G. Lastowka & D. Hunter, ‘The Laws of the Virtual Worlds’, Calif. L. Rev., Vol. 921, No. 381,
2003, p. 71.

25 G. Dayal, ‘Man Orders TV through Amazon, Gets Assault Rifle’, Wired, 8 August 2012, available
at: <www. wired. com/ 2012/ 08/ tv -amazon -assault -rifle/ >.

26 See Hattotuwa, 2006.
27 Conversation with Colin Rule, 22 June 2016.
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1.1 What Is New?
What are the factors and variables that are stimulating the growth of disputes?
Some involve courts, but most – as with most disputes – are usually settled infor‐
mally (or not settled at all). These factors have to do with time; the kinds of activ‐
ities involved; the kinds of relationships involved; how the data is handled; how
we communicate; and how valuable the entities involved are.

Speed and time pressures are one critical factor that easily lead to disputes
and contribute to their escalation. Disputes escalate when time is compressed –
by definition there is less time available for responses and dialogue.28 In one
recent well-known example, publicist Justine Sacco was on her way to South
Africa. During a layover at Heathrow, she tweeted: “Going to Africa. Hope I don’t
get AIDS. Just kidding. I’m white!” By the time her plane landed in Cape Town
several hours later, there were tens of thousands of tweets mocking and excoriat‐
ing her for the inappropriate joke. Shortly thereafter she was fired by her
employer.29

The more novel the activity, the greater the likelihood of disputes. The first
iteration of an innovative product or activity almost never anticipates all the dis‐
putes that it will generate. In June 2015, a consumer in Germany scanned the QR
(quick response) code (readable through a cell-phone) on a bottle of Heinz
ketchup. He expected to land on a web page where he and his child would be able
to design their own label, as promoted by Heinz. Instead, he was taken to a hard-
core porn website. Heinz had only run the label promotion between 2012 and
2014; the company then let the domain name lapse, and it was picked up by a
porn site.30 Heinz discovered that a routine attempt at corporate branding in the
age of the internet introduces many new possibilities for mishap.

28 In the commercial context, if value is likely to erode quickly, as is often the case with technology
products and services, pressure to protect and aggressively extend its value increases. “In the
21st century, technological change just happens too fast, eroding the value of patents once inten‐
ded to last for years. Innovation life cycles are now measured in months, not years. Innovation is
happening around business methods and processes as much as around specific products. As a
result, simply stockpiling patents for the long haul doesn’t always work out as planned. By the
time you try to use those patents, the market may have decisively shifted away from you.” See D.
Basulto, ‘Patents Are a Terrible Way to Measure Innovation’, Wash. Post, 14 July 2015, available
at: <www. washingtonpost. com/ blogs/ innovations/ wp/ 2015/ 07/ 14/ patents -are -a -terrible -way -to -
measure -innovation/ ?wpisrc= nl_ innov& wpmm= 1>.

29 “The furor over Sacco’s tweet had become not just an ideological crusade against her perceived
bigotry but also a form of idle entertainment. Her complete ignorance of her predicament for
those 11 hours lent the episode both dramatic irony and a pleasing narrative arc. As Sacco’s flight
traversed the length of Africa, a hashtag began to trend worldwide: #HasJustineLandedYet. ‘Seri‐
ously. I just want to go home to go to bed, but everyone at the bar is SO into #HasJustineLande‐
dYet. Can’t look away. Can’t leave’ and ‘Right, is there no one in Cape Town going to the airport
to tweet her arrival? Come on, Twitter! I’d like pictures #HasJustineLandedYet.’” See J. Ronson,
‘How One Stupid Tweet Blew Up Justine Sacco’s Life’, N.Y. Times, 12 February 2015, available at:
<www. nytimes. com/ 2015/ 02/ 15/ magazine/ how -one -stupid -tweet -ruined -justine -saccos -life.
html ?_ r= 0>.

30 K. Gander, ‘Heinz Forced to Apologise after QR Code on Ketchup Bottle Linked to Hardcore Porn
Site’, The Independent, June 22, 2015, available at: <www. independent. co. uk/ life -style/ food -and -
drink/ news/ heinz -forced -to -apologise -after -qr -code -on -ketchup -bottle -linked -to -hardcore -porn -
site -10327313. html>.

International Journal on Online Dispute Resolution 2016 (3) 2 109

This article from International Journal of Online Dispute Resolution is published by Eleven international publishing and made available to anonieme bezoeker

http://www.washingtonpost.com/blogs/innovations/wp/2015/07/14/patents-are-a-terrible-way-to-measure-innovation/?wpisrc=nl_innov&wpmm=1
http://www.washingtonpost.com/blogs/innovations/wp/2015/07/14/patents-are-a-terrible-way-to-measure-innovation/?wpisrc=nl_innov&wpmm=1
http://www.nytimes.com/2015/02/15/magazine/how-one-stupid-tweet-ruined-justine-saccos-life.html?_r=0
http://www.nytimes.com/2015/02/15/magazine/how-one-stupid-tweet-ruined-justine-saccos-life.html?_r=0
http://www.independent.co.uk/life-style/food-and-drink/news/heinz-forced-to-apologise-after-qr-code-on-ketchup-bottle-linked-to-hardcore-porn-site-10327313.html
http://www.independent.co.uk/life-style/food-and-drink/news/heinz-forced-to-apologise-after-qr-code-on-ketchup-bottle-linked-to-hardcore-porn-site-10327313.html
http://www.independent.co.uk/life-style/food-and-drink/news/heinz-forced-to-apologise-after-qr-code-on-ketchup-bottle-linked-to-hardcore-porn-site-10327313.html


Ethan Katsh & Orna Rabinovich-Einy

Increased complexity in relationships and systems also creates more opportu‐
nities for disputes. In the words of computer scientist Peter Neumann, “Complex
systems break in complex ways.”31 At the end of 2014, Facebook created a “Year
in Review” app for its more than one billion users. It used some pictures taken
during the year, with one of those pictures featured much more prominently than
the others, at the centre of the screen, under the banner “Your Year in Review:
here’s what your year looked like.” For one unfortunate user, at the centre of the
screen was a large picture of the user’s young child, who had passed away during
the year.32

As larger and larger volumes of data are collected, processed and communica‐
ted, more and more opportunities for disputes will occur. We assume this data
will be processed and evaluated correctly when products doing so become availa‐
ble to the general consumer. But that may often be the exception, not the rule. An
app Google released in May 2014 provided a searchable tag for photos. Shortly
thereafter, a black man reported that the app labelled him a gorilla. Google pub‐
licly apologized for the algorithm that caused this.33 Similarly, when the item or
issue in question represents a significant new value to the market, the more likely
it is that a problem or grievance will turn into a dispute. For example, domain
names were first developed in 1984. The system was managed by a single individ‐
ual for more than a decade. During the 1990s, the number of ‘.com’ domain
names increased from 1,151 in October 199034 to 1,301,000 in July 1997, and to
more than 20 million in November 2000.35 By that time, companies discovered
how valuable they were and disputes began to surface.36

Communication beyond previously established boundaries also increases the
range of disputes. In 1994, Jake Baker, a student at the University of Michigan,
wrote a highly violent short story that he posted to the Usenet newsgroup
alt.sex.stories. The victim in the story had the same name as a woman in one of
his classes. This led to his being expelled from school and to a court case. What
was surprising was that it was in fact a University of Michigan graduate living in
Moscow – not someone living in the local community or currently at the univer‐
sity – who saw the story and informed the university. Even one remove further,
the Michigan alum had learned of the story from his 16-year-old daughter.37

31 See J. Markoff, ‘Killing the Computer to Save It’, N.Y. Times, 29 October 2012, available at: <www.
nytimes. com/ 2012/ 10/ 30/ science/ rethinking -the -computer -at -80. html ?_ r= 0> (quoting P.G. Neu‐
mann).

32 E.A. Meyer, ‘Inadvertent Algorithmic Cruelty’, Eric’s Archived Thoughts, 24 December 2014), avail‐
able at <http:// meyerweb. com/ eric/ thoughts/ 2014/ 12/ 24/ inadvertent -algorithmic -cruelty/ >.

33 M. Mulshine, ‘A Major Flaw in Google’s Algorithm Allegedly Tagged Two Black People’s Faces
with the Word “Gorillas”’, Bus. Insider, 1 July 2015, available at: <www. businessinsider. com/
google -tags -black -people -as -gorillas -2015 -7>.

34 Institute Advanced Professional Studies, ‘The Internet in 1990: Domain Registration, E-mail and
Networks’, available at: <www. iaps. com/ internet -history -october -1990. html#email>.

35 ZookNIC, ‘History of gTLD Domain Name Growth’, available at: <www. zooknic. com/ Domains/
counts. html>.

36 See discussion on domain names in Digital Justice, Chapter 3.
37 B.T. Bilstad, ‘Obscenity and Indecency on the Usenet: The Legal and Political Future of Alt. Sex.

Stories’, Journal of Computer-Mediated Communication, Vol. 2, No. 2, 1996.
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All of these examples can be considered to be part of the overarching category
of unintended or unanticipated consequences. Almost all of us experience dis‐
putes of these kinds, large or small, on a regular basis, from disputes over hotel
bookings to misplaced Amazon deliveries. What is perhaps most important is that
the more attention given to preventing disputes, the fewer disputes there will be.
In order to appropriately address them, therefore, we must shift from an empha‐
sis on resolving disputes to an emphasis on preventing them.

The current, very active and complex dispute generation engine that affects
us every day was built with no awareness that it would become so efficient. The
main concern of the inventors of the internet and the web was that the technol‐
ogy simply work. It has been noted that “today’s computer and network systems
were largely designed with security as an afterthought, if at all.”38 Disputes, it is
fair to say, were not even an afterthought. In 1969, when the internet was inven‐
ted, no one envisioned a network that would grow to its current size or be as
widely used. Cyberspace grows by adding pieces, by joining networks and by
developing new software components that provide new capabilities, which others
then build on. At no point was serious attention given to understanding how
these increasingly complex systems might generate disputes, how disputes might
be prevented or reduced. No one saw that the speed and complexity of the “infor‐
mation superhighway”39 might have some unintended disputing consequences.

1.2 The Growth of Online Disputes
It is understandable that attention to disputes was not a pressing issue for the
first half of the internet’s existence. From 1969 to about 1992, it was entirely rea‐
sonable to be concerned exclusively with whether or not the network worked or
did not work. Its users during this period were primarily in academia and the mili‐
tary, and, when there were disputes in the relatively small user population, they
were settled informally. During most of this era, few citizens were aware of the
internet, and only at the end of this period might they have found an internet
service provider. As late as 1995, it was not very easy for ordinary citizens to
obtain internet access. In April of that year, for example, Alok Kumar wrote:

By now everyone has heard of the wonders of the Internet. The media bar‐
rages us with daily articles about the Internet’s incredible size, skyrocketing
growth, and utter trendiness. All the cool people have email addresses and
flaunt them. For the most part, however, enthusiasts ignore the challenges
faced by ordinary people who try to use the Net. To most folks, the riches of
this glamorous information superhighway lurk right around the corner, tan‐
talizing but out of reach. There are several paths to Internet connectivity all
based on your position in the world. If you happen to work at a high-tech
company or a well connected corporation, then you will already be hooked up
to the Net. If you happen to be a student at almost any college or university,

38 See Markoff, 2012.
39 H.H. Perritt, ‘Law and the Information Superhighway: Privacy, Access’, Intellectual Property, Com‐

merce, Liability, Vol. 2, 1996.
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the school can give you direct access to the Internet via an “e-mail account.” If
you’re still not included in the above, then welcome to the real world, you
have lots of company.40

Even in the 1980s, companies such as America Online (AOL) and CompuServe
had a large number of subscribers, but they could only communicate with sub‐
scribers to the same service. It is also fair to say that if one had been aware of the
internet and had somehow connected to it, one would probably have found it
both uninteresting, because of the limited range of activities supported, and
uninviting, in that a certain level of computer skill was needed just to engage.

Until 1992, commercial activity on the internet was actually banned.41 There
were no consumer or commercial disputes not because there had been a system‐
atic and intentional effort to design an environment that would not generate dis‐
putes, but because there was an online population with very few ways to generate
a dispute – certainly a magnitude smaller than are possible today. Until there
were disputes, there was no pressing need to think of dispute resolution. The
range and quantity of disputes that would suggest a need for dispute resolution
were not present until years later.42

In the mid-1990s, hints started to emerge that cyberspace was unlikely to
stay a relatively harmonious place. This may seem obvious to anyone today, when
consumer and copyright disputes abound, when identity theft is skyrocketing and
anti-virus software is required simply to keep a computer operating. It was not so
obvious, however, in the mid-1990s before there was spam, phishing, music
downloading, buying and selling online, massive multiplayer online role-playing
games (MMORPG),43 and massive open online courses (MOOCs) with large num‐
bers of students. Indeed, the hope often expressed at that time was that this new
online environment for commerce, education and entertainment would find ways
to avoid the kinds of conflict that these activities had generated in the past in the
physical world. As John Perry Barlow wrote in a widely circulated document,
“[w]e will create a civilization of the Mind in Cyberspace. May it be more humane
and fair than the world your governments have made before.”44 Or, as one noted
entrepreneur wrote in 1993: “Life in cyberspace seems to be shaping up exactly
like Thomas Jefferson would have wanted: founded on the primacy of individual

40 A. Kumar, ‘101 Ways to Hook Up to the Internet’, Wayback Machine, 24 April 1995, available at:
<https:// web. archive. org/ web/ 20020307173812/ >.

41 J.P. Kesan & R.C. Shah, ‘Fool Us Once Shame on You – Fool Us Twice Shame on Us: What We
Can Learn from the Privatizations of the Internet Backbone Network and the Domain Name Sys‐
tem’, Wash. U. L. Q., Vol. 79, 2001, p. 89.

42 As noted in Digital Justice, Chapter 1, an interesting example of informal dispute resolution in
the pre-web time period involved the development and use of the emoticon. See S.E. Fahlman,
‘Smiley Lore :-)’, Carnegie Mellon University School of Computer Science, available at: <www -2. cs.
cmu. edu/ ~sef/ sefSmiley. htm>.

43 See Lastowka & Hunter, 2000.
44 J.P. Barlow, ‘A Declaration of the Independence of Cyberspace’, Electronic Frontier Foundation, 8

February 1996, available at: <https:// projects. eff. org/ ~barlow/ Declaration -Final. html>.
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liberty and a commitment to pluralism, diversity, and community.”45 Sadly, this
was unfounded optimism.

1.3 Proliferation of Disputes in the 1990s
The internet experienced a change in its very nature when, in 1992, it became a
commercial network as well as a research network. At about the same time, it also
experienced a change in its user population, as increasing numbers of college stu‐
dents discovered that they could access the internet through their universities –
and for many, for free. Shortly thereafter, easy-to-use web browsers were devel‐
oped and internet service providers allowed citizens to access the internet. The
internet has always been a social network in that it expanded communication pos‐
sibilities among individuals and groups. It may not have yet had a system for
keeping aware of the small details of a ‘friend’s’ existence, but it did allow rela‐
tionships to form that could not have been established without efficient commu‐
nication over distances. In the mid-1990s, however, the internet also started to
become an anti-social network as disputes began to arise out of online activities.
The growth of listservs in particular brought with it the abuse of listservs – the
wide distribution of harassing, sexist and homophobic messages.46 Today, Face‐
book and all of our contemporary social networks are enormously expanded ver‐
sions of the social network that was the early internet; they are also enormously
expanded versions of the anti-social network that started evolving in the 1990s.47

In 1999, one of the authors was asked by eBay to determine whether it would
be possible to mediate disputes between buyers and sellers online. eBay did not
want angry users, and it knew that it would be easier to attract new users if the
risk of a transaction could be reduced. Informing participants that problems
would be resolved if any arose was thought to be a means of building trust and
reducing risk. In the experiment, almost 200 disputes were mediated in a two-
week period.48 This was successful enough that eBay decided to make online dis‐
pute resolution (ODR) available – the use of technology to assist in resolving dis‐
putes for buyers and sellers.

eBay selected an internet start-up, SquareTrade,49 to design a system that
could handle large numbers of disputes, something not possible with email and
human mediators. SquareTrade examined the traditional mediation process and
re-engineered it by identifying components that could be translated into soft‐
ware. What made this feasible was that mediation – indeed all dispute resolution
processes – involves communication and the management and processing of

45 M. Kapor, ‘Where Is the Digital Highway Really Heading?’, Wired, 1 March 1993, available at:
<http:// archive. wired. com/ wired/ archive/ 1. 03/ kapor. on. nii. html>.

46 E. Katsh & L. Wing, ‘Ten Years of Online Dispute Resolution (ODR): Looking at the Past and
Constructing the Future’, Tol. L. Rev., Vol. 38, 2006, pp. 19-23.

47 See E. Bazelon, ‘How to Stop the Bullies’, The Atlantic, March 2013, available at: <www.
theatlantic. com/ magazine/ archive/ 2013/ 03/ how -to -stop -bullies/ 309217/ >.

48 E. Katsh et al., ‘E-Commerce, E-Disputes, and E-Dispute Resolution: In the Shadow of “eBay
Law”’, Ohio St. J. on Disp. Resol., Vol. 15, 2000, pp. 708-712.

49 SquareTrade handled eBay disputes until 2004. It has since transitioned into a site for consumer
warranties. SquareTrade, available at: <www. squaretrade. com/ >.
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information. When mediators ‘work with the parties’, they are doing so by man‐
aging the flow of information between them. Various stages of a mediation pro‐
cess, such as caucusing, brainstorming, option generating and drafting, are all
communications processes facilitated by the mediator.

SquareTrade designed a system of forms for parties to use to exchange infor‐
mation and, in the process, help the parties to understand that what typically
occurred was accidental rather than fraudulent. The metaphor of ‘the Fourth
Party’50 emerged out of recognition that software could play a role that might
replace a mediator in simple cases and, more commonly, would assist and collabo‐
rate with the neutral third party in any kind of case. It was also built on the prem‐
ise that these disputes could not be handled by traditional, face-to-face dispute
resolution mechanisms.

SquareTrade realized that this was a new environment which called not only
for a better way, but for a different way. The company’s goal was not to make
available a machine version of a human mediator; it was to design something that
revolved around an exchange of information about positions and interests, and
that would result in a consensual outcome, even if the exact route taken to reach
the final agreement was not the same. SquareTrade knew that it wanted the reso‐
lution to result from an online negotiation, one that the parties felt was fair and
unbiased despite the fact that there would be no human mediator present to
shape the communication.

While software could not duplicate the skill of a human mediator, software
could assist the negotiation process by providing some structure to the communi‐
cation and to the flow of information between the parties. The software Square‐
Trade developed – software that would eventually handle millions of disputes –
incorporated many elements of traditional mediation. For one, SquareTrade and
its software had to be viewed as impartial: not likely to induce settlements
favouring either buyer or seller. It also had to be effective in terms of cost, time to
settlement and enforcement. Lastly, it needed to lead to settlements that were
acceptable to both sides because something was included that each party wanted.

1.4 The Blurring of Online-Offline Boundaries
In the 1990s, it was possible to avoid getting caught up in the internet’s dispute
creation engine by not participating in online activities. While growing numbers
of people were accessing the web, there were still many who remained unconnec‐
ted. At that time, one could separate life online from life offline and avoid the
perils of cyberspace by, essentially, not entering it. In recent years, living offline
entirely without either a data presence or an online identity has become less of a
realistic option. The distinction that used to be made between the ‘virtual world’
and the ‘real world’ is losing meaning – and not just because it is increasingly nec‐
essary to have internet access in order to participate in all kinds of personal and
business activities. Internet service providers, once the means of access to
develop a digital persona, are now only one of many entry points to cyberspace.

50 E. Katsh & J. Rifkin, Online Dispute Resolution: Resolving Conflicts in Cyberspace, London, Wiley,
2001, p. 93.

114 International Journal on Online Dispute Resolution 2016 (3) 2

This article from International Journal of Online Dispute Resolution is published by Eleven international publishing and made available to anonieme bezoeker



Digital Justice: Introduction

One simply cannot prevent data about oneself from migrating into cyberspace.
This occurs whenever a card is swiped to make a purchase; a phone is turned on
and used to make a call; a movie is streamed; a Smart Grid51 device sends data
about electrical usage in the home to the local utility; a picture is posted on Face‐
book; or when just about anything with a barcode or some other similar code is
bought or sold.

Machines are constantly sending information about us to other machines
whether or not we have intentionally placed this information in cyberspace, and
this will only continue to grow at a belief-defying rate. In what is now called the
‘Internet of Things’,

more and more inanimate objects start to develop data and intelligence as
they connect to each other, [and] a network of autonomous interactions will
emerge. In the future, our devices will be able to manage, analyze, report, pre‐
dict, forecast, and more – while humans experience their days more intelli‐
gently and efficiently. We are experiencing a shift from a world of inanimate
objects and reactive devices to a world where data, intelligence, and comput‐
ing power are distributed, ubiquitous, and networked. We’re seeing a variety
of market forces – from sensor, data capture, and a computing processor –
empower this world for consumers and organizations alike. Who will deliver
the content for and based on these interactions? Who will manage the data
that arises?52

And how, one might ask, will we manage the disputes that arise out of what will
also be labelled the “Internet of Disputes”?53

In the not at all distant future, there will be very few activities – perhaps
none – that can be thought of as occurring purely offline. Sensors with communi‐
cations capabilities and data capture opportunities can be added to almost any
object or activity. Even animals aren’t off limits: in one recent experiment, cows
transmitted data to their owners about when they were in heat.54 We can even
expect to see our clothing, which we currently think of as quite passive, start
sending messages and collecting data about our health, our movement, and our
activity, along with Fitbits, watches and all the other items we might wear. Simply
entering a space is often enough; walking through an airport generates an ocean
of data about you via cameras, face recognition software and other sensing devi‐
ces. Although every new car today may not have an all-electric engine or be self-
driving, every new car certainly is filled with sensors and chips that continuously

51 Smartgrid.gov, ‘What Is the Smart Grid?’, available at: <www. smartgrid. gov/ the_ smart_ grid/ >.
52 Altimeter, ‘Research and Advisory for Companies Challenged by Business Disruptions’, available

at: <www. altimetergroup. com/ >.
53 M. Anderson, ‘Vulnerable “Smart” Devices Make an Internet of Insecure Things’, IEEE Spectrum,

3 September 2014, available at: <http:// spectrum. ieee. org/ riskfactor/ computing/ networks/
vulnerable -smart -devices -make -an -internet -of -insecure -things>.

54 J. Tagliabue, ‘Swiss Cows Send Texts to Announce They’re in Heat’, N.Y. Times, 1 October 2012,
available at: <www. nytimes. com/ 2012/ 10/ 02/ world/ europe/ device -sends -message -to -swiss -
farmer -when -cow -is -in -heat. html ?pagewanted= all& _ r= 0>.
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process information. Gone are the days where car breakdowns would mysteri‐
ously and routinely occur: cars often now identify a problem and start sending
the dealer information before the driver is even aware of a problem. And if you
are unlucky enough to be involved in an accident, the car has a black box much
like an airplane’s that will record data about the event, such as speed at the time
of a collision.55

The Internet of Things presents enormous opportunities for hacking and
other mischief. As Bruce Schneir has pointed out,

most of these devices don’t have any way to be patched. … Microsoft delivers
security patches to your computer once a month. Apple does it just as regu‐
larly, but not on a fixed schedule. But the only way for you to update the
firmware in your home router is to throw it away and buy a new one.

The security of our computers and phones also comes from the fact that
we replace them regularly. We buy new laptops every few years. We get new
phones even more frequently. This isn’t true for all of the embedded IoT sys‐
tems. They last for years, even decades. We might buy a new DVR every five
or ten years. We replace our refrigerator every 25 years. We replace our ther‐
mostat approximately never. Already the banking industry is dealing with the
security problems of Windows 95 embedded in ATMs. This same problem is
going to occur all over the Internet of Things.56

We are increasingly using machines with algorithms that advise us, help us make
decisions, and often actually make decisions in ways that our inanimate tools
never did. Many are out of sight, but many – the kind columnist David Brooks
once labelled our “outsourced brain”57 – are increasingly carried or worn by us,
and in fact are shaping our choices or making decisions for us without our aware‐
ness. We clearly receive many benefits from all this, but we also increase the pos‐
sibilities for relationships going sour, transactions being unsuccessful, our well-
being put at risk, and all manner of interactions leading to parties being angry
with each other.

As the online/offline boundary vanishes, everyone’s digital life will acquire
more and more detail. All of these innovations are relying on increasingly com‐
plex systems that are designed to collect and process data; that data will, over
time, help us with some problems by solving them before or as they arise. But
they will also certainly generate disputes. If we do not figure out how to exercise
some control over this dispute generation engine with effective resolution and
prevention strategies, we can expect to become, even more than we are now, a
disputing generation.

55 J. Trop, ‘A Black Box for Car Crashes’, N.Y. Times, 21 July 2013, available at: <www. nytimes. com/
2013/ 07/ 22/ business/ black -boxes -in -cars -a -question -of -privacy. html ?pagewanted= all& _ r= 0>.

56 B. Schneir, ‘We Need to Save the Internet from the Internet of Things’, 6 October 2016, available
at: <https:// motherboard. vice. com/ read/ we -need -to -save -the -internet -from -the -internet -of -
things>.

57 D. Brooks, ‘The Outsourced Brain’, N.Y. Times, 23 October 2007, available at: <www. nytimes.
com/ 2007/ 10/ 26/ opinion/ 26brooks. html>.
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2 Why Traditional Dispute Resolution Doesn’t Work for the Digital Era

What can be done about our growth industry of disputes? More than half a cen‐
tury ago, noted legal philosopher Karl Llewellyn wrote:

What, then, is this law business about? It is about the fact that our society is
honeycombed with disputes. Disputes actual and potential, disputes to be
settled and disputes to be prevented; both appealing to law, both making up
the business of law…. This doing something about disputes, this doing of it
reasonably, is the business of law.58

Many years later, it is unlikely that anyone would link law, the courts and dispute
resolution in this way. The usefulness of law and the courts – at least as it con‐
cerns dispute resolution for ordinary citizens – has been in decline. In the early
1960s, for example, 11.5% of cases in the federal courts went to trial. In 2002, it
was 1.8%.59

This decline is certainly not the consequence of fewer disputes in society. It is
a result of the growing use of alternative out-of-court processes to deal with prob‐
lems. In the 1980s, when the phrase “conflict is a growth industry” first appeared,
it was hoped that the response would be to make conflict resolution an equally
important growth industry. To some extent, this has happened; mediation, arbi‐
tration and other out-of-court approaches have become much more frequently
used dispute resolution options. Yet the dispute-creation engine that is the inter‐
net has turned conflict into a larger and faster growing growth industry for which
the alternatives that became popular in the late 1970s and early 1980s are nei‐
ther adequate nor appropriate.

The efforts of the last few decades to expand the use of out-of-court pro‐
cesses has enabled courts to survive with decreased funding. No one – neither the
courts, nor alternative processes – is prepared to handle the volume, variety and
character of disputes that are a by-product of the levels of creative and commer‐
cial activity happening online today. Court capacity is inelastic not only because
of court budget levels but because of the physical qualities that define them: the
need to meet face to face, the need for lawyers and for human judges who process
cases and decide them. Out-of-court processes such as mediation and arbitration
place emphasis on face-to-face interactions and are, therefore, constrained in
much the same way. If ODR and online dispute prevention (ODP) do not them‐
selves become growth industries, and if new tools for handling or averting dis‐
putes cannot be fashioned out of our new technologies, risks associated with
innovation will increase and the value of all the new tools and resources we have
will decrease.

58 K.N. Llewellyn, The Bramble Bush 2, 1st ed., 1930.
59 M. Galanter, ‘The Vanishing Trial: An Examination of Trials and Related Matters in Federal and

State Courts’, J. Empirical Legal Stud., Vol. 1, 2004, pp. 459-495. While trials in courts are in
decline, “trial-like events” outside the courts are on the rise. See M. Galanter & A.M. Frozena, ‘A
Grin without a Cat: The Continuing Decline & Displacement of Trials in American Courts’, Dae‐
dalus, Vol. 143, 2014, pp. 115-126.
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This isn’t the first time our society has recognized it was necessary to create
new dispute resolution models in order to respond to changes in the kinds and
number of disputes. During the New Deal, many administrative agencies were
established. All these agencies today have some responsibility for resolving dis‐
putes with or between citizens, companies and the government. Establishment of
these agencies and passage of the Federal ADR Act60 greatly increased our overall
capacity for settling disputes. We are now facing, once again, the question of how
to develop and make available dispute resolution systems that can meet a grow‐
ing demand for them. And the faster these new problems have grown, the more
urgently we need to prioritize as a society thinking about how to prevent and
resolve them. In an environment where the amount of data that is communicated
online is so enormous and the processes for managing this data are so complex,
even a problem that represents only a tiny percentage of online activity will affect
enormous numbers of people. In other words, if you have not yet had a problem
in need of fixing, that time will come.

The law has not been oblivious to the new technologies. Since the emergence
of personal computers, however, its focus has been on legal rules and doctrines,
and on whether or how these laws need to be modified or changed. In the 1980s,
for example, much attention was given to questions about whether software
could be copyrighted, and what kinds of copying were lawful ‘fair use’ and what
kinds were not. As use of the internet grew, questions arose about the govern‐
ment’s authority to regulate online speech; the legality of downloading content;
and what kinds of online business processes might be patented. In the last dec‐
ade, the growing use of mobile phones and other portable devices has raised new
questions about what these devices can be used for, who controls the ‘pipelines’
of information flow, and whether new regulations to guarantee ‘net neutrality’
are needed.

The societal reaction to novel problems is often “there ought to be a law.” But
the question of whether or not a statute or regulation achieves its goal directly
depends on whether there is an appropriate infrastructure in place to assert
claims and have problems resolved. One of the oldest maxims of law is that “there
is no right without a remedy.”61 The history of law’s experience with the internet
reveals a focus on statutory changes and court decisions but a neglect of remedies
or dispute resolution processes. eBay’s 60 million disputes and Alibaba’s hun‐
dreds of millions of disputes are impressive, but also an indication that govern‐
ment and courts were not viable options. It also illustrates that innovative use of
the new technologies can respond effectively to disputes. Fortunately, eBay and
Alibaba are not the only ones. As we discuss later, public initiatives involving
online small claims courts in the United Kingdom, British Columbia, the Nether‐

60 The Administrative Dispute Resolution Act of 1996, Pub. L. No. 104-320, 110 Stat. 3870, 1996
(amending 5 U.S.C. §§ 571-583).

61 “It is a settled and invariable principle in the laws of England, that every right when with-held
must have a remedy, and every injury it’s [sic] proper redress.” See 4 William Blackstone, Com‐
mentaries *109.
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lands and US state courts, and private initiatives in the United States and else‐
where, are recognizing that new institutions and processes are necessary.62

Judicial decisions attempt to clarify what the legal standard is and communi‐
cate to the public what is allowed and what is not, all with the hope that these
rulings will be followed and future disputes averted. However, as Paul Schiff Ber‐
man has reminded us, “legal scholars and policymakers have an unfortunate ten‐
dency to assume that legal norms, once established, simply take effect and consti‐
tute a legal regime.”63 While the conscious flaunting of legal standards is the
cause of some disputes, unfortunately most are simply the consequence of inter‐
actions gone badly, of bad data being employed or of good data being used badly.
While eBay does encounter some cases of fraud or duplicitous sales, the vast
majority of the 60 million disputes are simply a result of accidents and miscom‐
munication. Mr deBronkart’s dispute over his health records with Beth Israel and
Google was not the result of anyone violating the law, but simply of the wrong
data being passed along.

Throughout our lives, we acquire experience and, perhaps, expertise, in deal‐
ing with the inevitable disputes of life. When a problem arises, we assess the pos‐
sible harm from doing nothing about it and evaluate the costs of doing some‐
thing. This can only occur, however, when we are aware that there is a problem
and that there are options to do something about the problem. Disputes are one
of the prices we must pay to be part of the digital world – so we need resources to
be available to help us afford this price. Relationships that go bad, transactions
that are unsuccessful, and interactions that are frustrating diminish the value
and opportunity presented by our new technologies. Online systems that do not
work and may cause harm are growing due to the fact that online systems and use
of them are growing. We are now trying to apply our stored-up knowledge and
experiences from the physical world to a new environment that is fundamentally
different, where our digital selves are routinely impacted in ways our physical
selves are unaware of. In this new, more complex, rapidly changing, nonphysical
environment, assumptions and expectations are in transition; institutional
responses are lacking; and costs and consequences – both of doing nothing, and
of doing something – are much harder to calculate.

However, it is problematic to suggest, as Justice Oliver Wendell Holmes once
did, that “it is as it should be, that the law is behind the times.”64 There is no rea‐
son to not take advantage of online dispute resolution and prevention capabilities
to respond to and attempt to prevent many problems consumers and citizens are
facing. “Mediators work towards settlement of cases by controlling interaction
and communication,”65 and the various forms of dispute resolution only differ in
the manner in which information is used and communicated. Litigation, for
example, relies on rules of evidence that determine what can be said in court and

62 See Digital Justice, Chapter 7 on courts.
63 P.S. Berman, ‘From International Law to Law and Globalization’, Colum. J. Transnat’l L., Vol. 43,

2005, pp. 485-498.
64 “[I]t cannot be helped, it is as it should be, that the law is behind the times.” See O.W. Holmes,

Speeches, 1934, p. 102.
65 S.S. Silbey & S.E. Merry, ‘Mediator Settlement Strategies’, L. & Pol., Vol. 8, 1986, 7-14.
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what information can be considered by the judge. Mediation and arbitration are
more flexible in allowing the third-party neutral to determine how to manage
communication and use information. Communication and information process‐
ing, the core capabilities of both computers and dispute resolution professionals,
should similarly be at the centre of technology-based problem solving. The earli‐
est ODR efforts tried to bring the techniques and models of offline mediation and
arbitration online, to allow human mediators and arbitrators to operate at a dis‐
tance. This took advantage of the network and the ability to communicate online
cheaply and easily as well as, more recently, through video. The growth of the
field can be expected to accelerate in the near future as more is built into the
information-processing capabilities of machines. ‘Code is law’ has become a well-
known phrase in the legal field, making the assertion that software code can often
structure behaviour more effectively than law.66 It is equally true to say that ‘code
is process’, in that the role of third-party mediators and participants can also be
shaped and even substituted for by the software employed.

Mr deBronkart’s use of a blog and a network of patients to spread awareness
of his problem is only one example of the manner in which technology can help
those in difficulty. To use technology in this manner, however, we need a reorien‐
tation of perspectives along with the development of new processes. Frank
Sander wrote that when it comes to designing dispute resolution systems, it is
important “to fit the forum to the fuss.”67 Mediation and arbitration did expand
the number of possible fora for dispute resolution. But when it is possible to
‘meet’ at a distance, and new tools for working with information are appearing,
we have the opportunity, as we shall explain in this book, to expand considerably
the number and kinds of dispute resolution arenas.

3 Online Dispute Prevention

Not too long ago, constructing a map of disputing might have been fairly simple
to do, by identifying cases of various kinds in courts. A map of the last few deca‐
des would include the alternative dispute resolution processes of mediation and
arbitration that became more popular in the 1970s and 1980s; a map of the last
few decades would also begin to look more crowded, with more disputes as well as
varied routes to resolving them. The mapmakers might even have to make an
effort to represent a few efforts toward designing systems for preventing dis‐
putes.68 Such a map would, however, still look familiar as an extension of the past
in both how disputes are conceptualized and what the processes look like. The

66 ‘Lawrence Lessig, Code: And Other Laws of Cyberspace’, 6 & 241, n. 7, 1999 (citing William J.
Mitchell, City of Bits: Space, Place, and the Infobahn 111, 1996).

67 F.E.A. Sander & S.B. Goldberg, ‘Fitting the Forum to the Fuss: A User-Friendly Guide to Selecting
an ADR Procedure’, Negot. J., Vol. 10, 1994, p. 49.

68 W.L. Ury et al., Getting Disputes Resolved: Designing Systems to Cut the Costs of Conflict, 1st ed., San
Francisco, Jossey-Bass, 1988; see also C.A. Costantino & C.S. Merchant, Designing Conflict Man‐
agement Systems: A Guide to Creating Productive and Healthy Organizations, 1st ed., San Francisco,
Jossey-Bass, 1995.
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very idea of preventing disputes has become more urgent as the format, chronol‐
ogy and cause of those disputes has changed so dramatically.

The traditional ‘map’ of conflict resolution was focused on the point in time
after the disagreement had already evolved and grown. This was based on a
theory that looked at disputes as progressing through stages of “naming, blaming
and claiming.”69 In other words, parties moved from feeling that there was a
problem (naming); to identifying sources of the problem (blaming); to actually
airing a complaint (claiming). It was only in the ‘claiming’ phase that there was
something that was considered to be called a dispute. In an age of data-driven
environments, however, the entire “naming, blaming and claiming” trajectory is
likely to be both broadened and accelerated. Disputes may be “waiting to happen,”
but the waiting time is usually much shorter. As a result, the boundary line
between a subjective feeling that there is a problem, and a grievance – or between
a grievance and a dispute – becomes harder to identify. In addition, dots that
were never before visible can be connected, and some of these dots may link the
present dispute to problems at a much earlier time.

Mr deBronkart’s health records mishap was characterized as a dispute, but
the problematic episode first began with a warning flashing on his screen
attempting to alert him that there was a problem. The data being used was the
wrong data, but aspiration toward a preventative goal – something like a Global
Positioning System (GPS) warning that there is a problem ahead that might not
be visible to the driver – was appropriate. We are, throughout the day, pressing
buttons and initiating actions that can lead to disputes, but we are also increas‐
ingly being shown, albeit much less frequently, something akin to a weather
warning or an ‘accident ahead’ alert telling us that some action to avoid problems
can and should be taken.

The omnipresent GPS of today can actually be considered a useful metaphor
for adapting to new data – for ‘rerouting’ quickly in any context in which circum‐
stances change. The GPS anticipates and avoids problems by monitoring traffic
and other data in real time, using data supplied by individual mobile phones and
other devices. Although what it presents can resemble a two-dimensional paper
map, what it reveals is driven by a much larger and diverse universe of data. At its
best, the GPS (and other systems that will be part of the complex driverless car)
uses the continuous stream of data to warn or inform the car about what is com‐
ing, present choices or make decisions for users.70 We do not have complete trust,
however, in the warnings of today’s GPS because like all emerging technologies,
the GPS itself can be an efficient problem-generator with new possibilities for
things to go wrong, even to go wrong at a large scale. And it isn’t just always get‐
ting stuck in five more minutes of traffic. When Apple replaced Google maps with
Apple maps, a few motorists in Australia were stranded for close to 24 hours
without food or water and needed to walk long distances through dangerous ter‐

69 W.L.F. Felstiner et al., ‘The Emergence and Transformation of Disputes: Naming, Blaming,
Claiming…’, L. & Soc’y Rev., Vol. 15, 1980, p. 631.

70 T. Vanderbilt, ‘Let the Robot Drive: The Autonomous Car of the Future Is Here’, Wired, 20 Janu‐
ary 2012, available at: <www. wired. com/ magazine/ 2012/ 01/ ff_ autonomouscars/ >.
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rain to get phone reception.71 Indeed, each day, Google fixes thousands of errors
on its maps based on user reports. This is an example of crowdsourced dispute
prevention, one that Google has made easy by allowing users to report a mistake
simply by shaking the mobile phone.72

Seeing the problems affecting you by a new digital universe of data isn’t
always as obvious as encountering a dead end when you thought you were a block
from home. Problems affecting you may be out of sight and out of mind, but can
surface at any time. Most of us, for example, have never looked at our medical
records. When Mr deBronkart looked at his medical record, he found another
problem, separate from the fiasco involving Google Health’s interpretation of bill‐
ing codes. He discovered that his medical record listed him as being a 53-year-old
woman.73 Someone in one of his doctors’ offices had checked the wrong male/
female box. While this mistake may seem trivial, problems with medical records,
as we shall describe later, can lead to serious mistakes and injuries – and they are
widespread. One study of Medicare data found that “2.7 percent of the nearly
11.9 million records in the database, approximately 321,300 records, contained
coding errors.”74 Such errors are also passed on to public health authorities and
can distort larger national and global data, such as epidemiological information
tracking serious diseases. The fact that these problems exist but are rarely
acknowledged or discussed – let alone turned into complaints – highlights the
need to identify new ways to anticipate and prevent disputes.

New technologies change what it is possible to do and, in the process, raise a
range of questions, some of which are likely to conflict with accepted practices,
about the value and need for doing what was difficult or not possible before. They
also lead to a reassessment of goals, priorities, assumptions and expectations.
One of the largest reassessments facing the field is the tension with ADR’s tradi‐
tional emphasis on confidentiality – highlighted by the necessity for big data col‐
lection, analysis and its many uses. This, of course, has been recognized in many
industries.75 In the dispute resolution field, however,

71 P. Boehler, ‘Australian Police Says Apple Maps Can Be “Life Threatening”’, Time, 11 December
2012, available at: <http:// newsfeed. time. com/ 2012/ 12/ 11/ australian -police -says -apple -maps -
can -be -life -threatening/ >.

72 D. Pogue, ‘Maps App for iPhone Steers Right’, N.Y. Times, 12 December 2012, available at: <www.
nytimes. com/ 2012/ 12/ 13/ technology/ personaltech/ google -maps -app -for -iphone -goes -in -the -
right -direction -review. html>.

73 deBronkart, 2009.
74 Markle Foundation, ‘Background Issues on Data Quality’, The Connecting for Health Common

Framework, 2006, available at: <www. google. co. il/ url ?sa= t& rct= j& q= & esrc= s& source= web& cd= 2&
ved= 0ahUKEwjEyrPi9q3JAhWKsxQKHQRGCLkQFggiMAE& url= http%3A%2F%2Fresearch.
policyarchive. org%2F15515. pdf& usg= AFQjCNFnzepphoQA6tlGBX_ BlvG9doZXuQ& sig2=
D5a0VrZnILvS3UTdBqZuxQ& cad= rja>.

75 J.L. Bower & C.M. Christensen, ‘Disruptive Technologies: Catching the Wave’, Harv. Bus. Rev.,
Vol. 73, 1995, p. 43. Susskind & Susskind prefer the term “liberating” over “disruptive” in this
context, because of the more positive feel associated with the former term. See R. Susskind & D.
Susskind, The Future of the Professions: How Technology Will Transform the Work of Human Experts,
Oxford, Oxford University Press, 2015, p. 110.
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Typically, organizational leaders do not view the management of conflict as
systematically as they do information, human resources and financial man‐
agement systems. Rather, conflict in organizations is viewed and managed in
a piecemeal, ad hoc fashion, as isolated events, which are sometimes grouped
by category if the risk exposure is great enough but that are rarely examined
in the aggregate to reveal patterns and systemic issues.76

The private nature of ADR has frustrated attempts to document resolution
efforts and study patterns across cases. As data begins to occupy centre stage, it is
becoming clear that practices relating to data documentation need to be revisited
and relaxed so as to allow for patterns and systemic issues to be explored.

Innovating in the growth industry of disputing is just now beginning to shift
attention toward using technology to anticipate categories of disputes and design
preventive systems. This is a significant shift, and one rarely found in books
about dispute resolution. It is noteworthy that SquareTrade, originally a dispute
resolution company, transformed itself into a company that insures electronic
devices. This can be viewed as a shift from resolving problems to anticipating and
avoiding problems.

Designing new processes and systems that help to avert problems in addition
to resolving problems in a fair and efficient manner is at the heart of the chal‐
lenge of achieving digital justice. Our primary purpose in writing this book is to
identify areas of disputing that need attention, and to explore how to use tech‐
nology to construct new approaches to dispute prevention and resolution. The
issue of digital justice, however, goes beyond achieving satisfaction and solutions
for disputants. The alternative dispute resolution movement increased access to
justice by expanding options for bringing the parties together ‘out of court’.
Changing the physical setting provided convenience and cost savings. Changing
the physical place also made it possible to escape the law’s conceptual boundaries,
and move further away from the kinds of legalistic thinking in courts where
imposition of rules is the key to resolving disputes. So the change in physical loca‐
tion of dispute resolution had the goal of providing justice more effectively, but it
also had an impact on how we thought about justice. Private replaced public,
informal replaced formal, and, in the words of Jonathan Hyman and Lela Love,
“justice from below” replaced “justice from above.”77

Identifying new forms of resolving and preventing disputes will move us even
further away from the idea that the legal system is at the centre of the dispute
resolution solar system. As this occurs and as we reorient ourselves around the
characteristics of disputes in the digital era, new opportunities for system design
will arise, ones that are not tied to a physical locale, professional intermediaries,
human decision makers, and fixed pre-existing process characteristics and goals.

Digital Justice: Technology and the Internet of Disputes is composed of two
parts. Part I, “Online Dispute Resolution and Access to Justice,” focuses on the

76 See Costantino & Merchant, 1995.
77 J.M. Hyman & L.P. Love, ‘If Portia Were a Mediator: An Inquiry into Justice in Mediation’, Clini‐

cal L. Rev., Vol. 9, 2002, p. 157.
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history and development of ODR and its impact on the evolution of efforts to
improve access to justice. Part II, “Between Digital Injustice and Digital Justice,”
presents five case studies, each of which represents a different and challenging
context for technology-generated dispute resolution and prevention. These are‐
nas are e-commerce, health care, employment, social networks and the courts.
Each case study opens with a fictional story drawing on true events and introduc‐
ing some of the challenges faced by consumers, patients, workers and social
media users. Our conclusion, “The Present and Future of Digital Justice and the
‘Moving Frontier of Injustice’,” explores the conditions under which the scope
and quality of online dispute resolution and prevention activities can be expan‐
ded so as to enhance access to justice, both online and offline.

Marshall McLuhan once wrote, “when a new technology comes into a social
milieu it cannot cease to permeate that milieu until every institution is satura‐
ted.”78 The law is in the midst of experiencing the saturation of new information
technologies; ODR provides a lens for seeing how this may occur. The ‘out-of-
court’ processes of ADR, however, though out of the courtroom, are still in physi‐
cal space somewhere. Our challenge is to move these processes once again, to
overcome the constraints of physical space altogether by designing an array of
virtual spaces that can serve the public.

78 M. McLuhan, Understanding Media: The Extensions of Man, London, MIT Press, 1965, pp. 71-75.
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