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Abstract: 
Incidents in recent years indicate the risk of GNSS signals malfunction. Whether or not we need a 

set of uniform international rules specific to GNSS issues, especially liability issues, has been 
discussed in the international society over years. This paper is to discuss the rationale to have the 
uniform international rules on GNSS liability to third parties and the idea to make GNSS service 
provider the liable party in the future international rules. 

The paper will first of all examine whether current international law, especially space treaties and 
conventions concerning international transport, covers GNSS liability to third parties in case of the 
accidents caused by GNSS signal malfunction. Obviously current international rules are inadequate to 
cover such issues and a set of uniform rules is in need. Then it will turn to international efforts of 
establishing uniform rules on GNSS liability. The studies of the ICAO and the UNIDROIT will be 
discussed here. In its last part, the paper will focus on some specific liability issues.  

I. INTRODUCTION 

Global Navigation Satellite System (GNSS) 
is considered as one of the most critical 
technologies in the twenty-first century. The 
application of such systems was listed as one of 
the key actions of “using space applications for 
human security, development and welfare”, 
mentioned in the resolution adopted by 
UNISPACE III,1 “to improve the efficiency and 
security of transport, search and rescue, geodesy 
and other activities by promoting the 
enhancement of, universal access to and 
compatibility of space-based navigation and 
positioning systems”.2

For the time being, the space parts of GNSS 
consist of two core constellations: the 
NAVSTAR Global Positioning System (GPS) of 
the United States and the Global Navigation 
Satellite System (GLONASS) of the Russian 
Federation. In the near future, other similar 
systems will be operational: the Galileo of 
European Union, the COMPASS-Beidou 2 
Navigation System of China, the Indian 
Regional Navigation Satellite System (IRNSS) 

of India and the Quasi-Zenith Satellite System 
(QZSS) of Japan. The first two systems will 
provide global service and the latter two will be 
regional.3 GNSS has been widely applied for 
both military and civil purpose. In civil field, its 
application includes transportation, banking and 
financial, telecommunications, encryption, 
fishing industry, agriculture, geodesy and 
building industry, disaster relief, public order 
and public safety.4  

While GNSS brings great convenience and 
benefit to the whole world, it may also cause 
significant damage due to malfunction, which 
includes the absence of the GNSS signal, errors 
in the GNSS signal, the degradation of 
performance below the threshold defined by the 
Key Performance Indicator and inadequate 
quality of the service.5 Such malfunction may 
lead to incorrect information or data to end users,
which may be source of accidents causing loss 
and damage in the different areas of activities 
relying on those signals.  

In this case, the service provider would face 
two types of liability to parties suffering damage: 
contractual liability to contract users and 
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non-contractual liability to third parties. This 
article will focus on third party liability. 
     

II. LIABILITY OF GNSS SERVICE 
PROVIDER UNDER CURRENT 

INTERNATIONAL LAW 

1. GNSS Liability under Space law 
There is no doubt that satellite-based 

navigation is space activity and is therefore 
regulated by international space law. The 1967 
Outer Space Treaty 6  and the 1972 Liability 
Convention7 provide for state responsibility for 
their national space activities and liability for 
damage caused by space objects they launch.  

1.1 The Outer Space Treaty 
Article VI of the 1967 Outer Space Treaty 

provides for international responsibility of States 
for their national activities in outer space, 
whether they are carried on by governmental 
agencies or non-governmental entities. It further 
provides that States are responsible for “assuring 
that national activities are carried out in 
conformity with the provisions set forth in the 
present Treaty” and the activities of 
non-governmental entities in outer space “shall 
require authorization and continuing supervision 
by the appropriate State Party to the Treaty”. 
Moreover, when activities are carried on in outer 
space by an international organization, such 
responsibility “shall be borne by the 
international organization and by the State 
Parties to the Treaty participating in such 
organization”.  

Two concepts need to be clarified here. The 
first one is “national activities”. In general 
international law, states are only responsible for 
their own activities; in case of private activities, 
a state is only responsible for its failure to 
control such activities.8 Under this article, on 
the other hand, states are internationally 
responsible not only for their own activities, but 
also for activities carried on by private entities. 

That is to say, the states are responsible not only 
for lack of “authorization and continuing 
supervision”, but also for the consequence of the 
activities. Current and planned Global 
Navigation Satellite Systems are all owned and 
operated by States or international organisations. 
However, if in the future such a system is owned 
and operated by private entities, their national 
states shall still bear international responsibility 
under Article VI of the Outer Space Treaty. 

The second concept is “activities in outer 
space”. Such activity in relation to contracting 
States’ responsibility “is not necessarily 
restricted geographically, or cosmographically to 
only what occurs in outer space”.9 That is to say, 
the international responsibility of States under 
Article VI would include “all the concomitant 
activities associated with what actually occurs in 
outer space, both before and after”.10 Therefore, 
although not every step of the navigation 
activities occurs in outer space, space segment 
operator states are still responsible for the entire 
process of navigation. 

1.2 The Liability Convention 
The liability of a launching state for 

damage is generally provided in Article VII of 
the Outer Space Treaty. This is further specified 
in the 1972 Liability Convention. The possible 
applicable provision is Article II of the Liability 
Convention, which imposes absolute liability on 
launching State “for damage caused by its space 
object on the surface of the Earth or to aircraft in 
flight”. There are four elements in this article: (1) 
The liable party is a “launching State” in Article 
I; (2) the “damage” falls within the scope of 
“damage” in Article I; (3) the damage is “caused 
by” a “space object”; (4) the damage occurred 
on the surface of the Earth of aircraft in flight. 

In order to apply this article, it is necessary 
to examine the following two questions: (1) Can 
damage caused by GNSS signal malfunction be 
considered as damage “caused by a space object” 
under the Liability Convention? (2) Is there any 
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Damage (the 1969 Brussels Convention), will 
come into play, which excludes the ship owners 
liability in case he proves the damage was 
wholly caused by the wrongful act or negligence 
of “other authority responsible for the 
maintenance of lights or other navigational aids 
in the exercise of that function”.27  

In case that an aircraft crashes into a 
nuclear plant and triggers nuclear incident, 
nuclear conventions, for example the 1963 
Vienna Convention on Civil Liability for 
Nuclear Damage, will apply. The nuclear 
conventions channel liability exclusively onto 
the operator who is the only person that may be 
sued by victims, 28  which means even the 
liability totally lies in the GNSS service provider 
rather than the nuclear equipment operator, the 
operator is still the only liable party. Where these 
instruments are applicable and where they cover 
liability for damage even through GNSS failures 
there is no need for further protection of the 
victims.29

As for the abovementioned international 
conventions, in part they cover the damage 
caused by the malfunction of GNSS, in part they 
do not.30 Even where GNSS liability issues are 
likely to be covered, the provisions vary in 
different conventions. 

3. The Rationale of Having the Uniform GNSS 
Liability Rules 

Currently, there is no specific international 
convention dealing with GNSS liability. 
Although GNSS liability seems likely to fall 
within the scope of application of space treaties, 
it is reluctant to apply the Liability Convention 
to GNSS liability. Besides the abovementioned 
argument whether damage occurred in accidents 
caused by GNSS malfunction can be considered 
as “damage caused by a space object”, the 
Liability Convention cannot apply to GNSS 
service provider if it neither launches nor 
procures the launching of the GNSS satellite, or 
the GNSS satellite is not launched from its 

territory or facility, because the Convention only 
provides for liability of the “launching State”. 
Moreover, States are the only competent subject 
to claim compensation, and the claim must be 
presented through diplomatic channels.31 Such 
procedural rules make it difficult for victims to 
claim compensation.  

As for international conventions other than 
space treaties, although under some of them the 
liability can possibly be attributed to GNSS 
service provider, there is no uniform rule dealing 
with the recourse. As there is no contract 
between the GNSS service provider and the end 
users, for example, air carriers and ship owners, 
such claim is to be only based on tort. When the 
potential plaintiffs present such claims to 
domestic courts, they are likely to confront the 
following problems, both procedural and 
substantial. First of all is state immunity. States 
and international organisations enjoy immunity 
from the jurisdiction of local courts and the local 
agencies of law enforcement.32 GNSS service 
provider may invoke immunity in case of a 
lawsuit, since all service providers are states or 
international organisations, as can be seen from 
current situation. The second issue concerns 
jurisdiction. The general rule is that the court 
located in the domicile of the defendant is 
competent. In tort claims, as in the present case, 
the court located in the place where the 
occurrence or result of the tortious act is also the 
competent court. The basic rule of jurisdiction is 
further refined by additional jurisdiction rules, 
such as jurisdiction of claims against the EU (as 
in case the EU is sued as the operator of 
Galileo). 33  Moreover, determination of 
applicable law is also taken into consideration. 
According to theories of conflict laws and state 
practice, in tort claims, the law of the country in 
which damage occurs is applicable, nevertheless 
there are more specific rules on product liability, 
environmental liability and customer service. In 
addition to conflict rules, the substantial rules 
such as the basis of liability, scope of coverable 
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damage, the limit of amount of compensation, 
burden of proof also diverse in different 
countries. The abovementioned issues may lead 
to different judgments, even in claims resulted in 
the same GNSS malfunction. 

The damage caused by GNSS malfunction 
is not likely to be confined within the national 
boundaries of one State only. Such malfunction 
can cause accidents in different parts of the 
world at the same time. The need for a 
comprehensive international framework is 
strictly linked to the specific risk that 
characterises a particular activity and to the 
international scope of the effects of such risk.34

Therefore, in the event of damage in more than 
one country, it is desirable that the recoverable 
amount to be awarded to victims be distributed 
equitably among all affected persons on the basis 
of mandatory uniform rules, irrespective of the 
country to which they belong.35 To this end, an 
international framework is the only way to 
ensure adequate, equitable and uniform 
compensation for persons who have suffered 
damage.36

III. INTERNATIONAL EFFORTS ON THE 
UNIFICATION OF GNSS LIABILITY RULES 

Whether or not we need an international 
convention specific to GNSS issues, especially 
liability issues, has been discussed in the 
international society over years. International 
organisations, such as the ICAO and UNIDROIT, 
put this issue on their agendas. States expressed 
different views during the discussions and no 
consensus was reached.  

1. ICAO 
   

As aviation is one of the sectors benefiting 
most from the GNSS service,37 the ICAO has 
been concerned with GNSS application in air 
navigation. It established the ICAO 
Communications Navigation Surveillance / Air 

Traffic Management System (ICAO CNS/ATM), 
in which GNSS is the backbone. In 1998, the 
32nd Session of the ICAO Assembly adopted the 
draft Charter on the Rights and Obligations of 
States Relating to GNSS Services, which listed 
fundamental principles of such service including 
continuity, availability, integrity, accuracy and 
reliability.38 Although the language used in the 
Charter seems somehow mandatory, the Charter 
is only a non-binding Assembly Resolution; thus 
there is no legal guarantee that there will be 
universal adherence to these principles.39  

In the Eleventh ICAO Air Navigation 
Conference in 2003, the need for an international 
GNSS liability regime was again one of the vital 
subjects addressed. Member states expressed 
different views on the future international legal 
framework on GNSS service. African states, 
representing the opinions of most user states, 
make a strong case for an international 
convention which should be binding and 
enforceable and clearly spell out the rights and 
responsibilities of all parties involved in the 
GNSS, CNS/ATM service.40

The provider states, on the other hand, took 
a totally different view, as can be seen from the 
statement of the United States. The US 
delegation expressed that current legal 
regime-referring to the Chicago Convention, its 
Annexes and ICAO guidance materials-is 
enough to cover liability issues in CNS/ATM 
service and the conference should do no such 
thing for both procedural and substantive reason.
41  The other provider state, the Russian 
Federation, did not make any statement on this 
issue. 

European states took a moderate position, 
proposing a contractual framework for the short 
to medium-term based on a two-tier approach. 
On one level, it offers a regulatory agreement 
dealing with public law matters including 
certification, liability and jurisdictional maters. 
Another level consists of private contractual 
agreements between the various stakeholders in 
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A number of legal issues, both substantive 
and procedural, were addressed in the proposed 
international framework on GNSS liability. As a 
liability regime is always victim-oriented, such a 
legal regime should ensure the prompt payment 
of a full and equitable measure of compensation 
to victims52 and provide recourse to remedy to 
the greatest extent possible. The future 
convention is supposed to cover procedural 
issues such as jurisdiction and conflict rules, as 
well as substantial issues such as the 
identification of liable party, basis of liability, 
scope of damage. The principal thought is that 
GNSS signal provider be held liable, the 
rationale and feasibility of which will be 
discussed here. 

1. The Channelling of liability 
Channelling the liability on one person 

entails attributing responsibility to a party that 
can be easily identified, is economically reliable 
and engaged in presumably extremely hazardous 
activities while simultaneously making it 
possible to exclude from responsibility any other 
party involved in performing such services, at 
least towards third parties. 53  The rationale 
behind this is that such a liability convention is 
victim-oriented. More importantly, due to the 
complicated navigation technology, it is quite 
difficult to identify which party/parties is/are 
liable, because there will be a number of parties 
involved in the service chain going from the 
signal provider to the end-user.  

The liable party must be easy to identify 
and economically reliable. The reference model 
is the 1963 Vienna Nuclear Convention, which 
establishes that liability is channeled exclusively 
to the operators of the nuclear installations and 
that liability of the operator is absolute. In GNSS 
liability, the proper responsible party should be 
responsible both vis-à-vis the victims (owing to 
the plain relationship between itself as service 
provider and the end-users, rendering it easily 
identifiable and, as a consequence, capable of 

being sued before the competent court) and 
vis-à-vis the party from which compensation 
was claimed.54 The service provider would be 
the most appropriate party to internalise the costs 
of a performed hazardous activity since it would 
be in a position to take out adequate insurance 
coverage before commencing operations. 

2. Basis of Liability 
Basis of liability includes fault liability and 

absolute liability. If we want to establish fault 
liability to a party, fault or negligence of that 
party must be proven. On the other hand, if the 
liability is absolute (or strict), there is no need to 
proof fault or negligence. The victims only need 
to demonstrate the loss, the wrongful act, and the 
causal link between them.  

Liability was usually based on fault, that is 
to say, liability is attached to the person causing 
harm intentionally or negligently. 55  However, 
when the nature of the activity is 
“ultra-hazardous”, the liability shall be absolute, 
and the liability therefore is incurred irrespective 
of the perpetrator’s compliance with the required 
standards of care.56 Under normal circumstances, 
international law does not impose liability on 
States for lawful activities.57 Space activities are 
an exception to this principle, as States may be 
held liable even if their activities are not 
prohibited under international law. 

There already existed a generally accepted 
rule that “ultra-hazardous activity in an act of 
conduct necessarily involves a risk of serious 
harm to a person, land or chattels of others 
which cannot be eliminated by the utmost care 
and which is not a matter of common usage”.58

Although space activities have rapidly developed 
in the past decades, it is still regarded 
“ultra-hazardous”. In the case of air navigation, 
if the accident occurred due to the GNSS signal 
malfunction, the lives of hundreds of people on 
board the plane are threatened and there is little 
possibility for them to survive. That is why 
States pay much more attention to safety 
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