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According to IEEE definition Interoperability is the ability of two or more systems or
components to exchange information and use information that has been exchanged. In
GNSS context, interoperability can be understood such that individual GNSS components
should be designed, built and operated in such a way that they do not “jam” each other
and allow one to combine their signal in a navigation service of superior quality,
obviously, the combination of signals occurs in the user receiver, nevertheless it is up to
the system to make combination easy and efficient. The three global navigation satellite
systems — GPS, GLONASS, and GALILEO addresses the issue of their compatibility and
interoperability with each other. For users, these represent crucial aspects of the
relationship among GNSS, affecting such matters as cost of equipment, ease of use, and
practical applications.. As the application varies depend on the requirement of end use,
the legal issues also varies. Therefore legal regime varies based on its application. The
issues for end user as to claim and jurisdiction are involved in private international law.

This paper aims to address these issues.

Introduction

“Magnitude of commercial space
activities today has brought about winds
of change™. There has been phenomenal
growth of space technology and its
application. A seamless worldwide
navigation service for all kinds of users
requires a “global system of systems”
assuming interoperability and
compatibility among the systems. One of
the most important developments of the
twentieth century has been the
movement of humanity into space with
machines and people. The underpinnings
of that movement why it took the shape
it did; which individuals and

organizations were involved; what
factors drove a particular choice of
scientific objectives and technologies to
be used; and the political, economic,
managerial, and international contexts in
which the events of the space age
unfolded—are all important ingredients
of this epoch transition froman
earthbound to a space faring people".
Exploration of space started with the
pure scientific intention to know more
about the world we live in, but in the
modern time, activities in space is more
centred around using space for the
betterment of life on earth. The early
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stages of space activates only saw the
participation of very few states. All the
investment towards the space sector was
purely from the government exchequer
and because of this reason; all the space
treaties only mention the rights,
obligation and responsibilities of the
state government. It is true that the Outer
Space treaty do have provision for
activities of non-governmental entities.
But the definition was very limited in
scope and does not go into extended
explanation. But recently, there is a steep
rise in the use of outer space by states as
well as other state institutions,
international organisations and more
importantly private enterprises. As stated
above, all the international instruments
governing outer-space were build-up and
agreed before the high influx of
commercial space activity and therefore,
do not sufficiently take into account the
implications and aftermath of the
growing volume of commercial space
activities.

Most of the outer space activities,
whether by state entities or commercial
entities, involve more than one country
and effect large number of people.
Moreover the investment for a single
project on a space activity is
considerable higher than any similar
activity on earth. Like in any
commercial activity, whether involving
state or private companies, dispute of
varying magnitude usually occur. Unlike
a usual commercial dispute, this can
affect large number of people In
different countries and can jeopardize
the progress into the frontiers of science.
The development has led into areas of
the law, of Insurance problems, and of
details of intellectual property law and
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its further development™.

265

Interoperability of GNSS poses
innumerable issues to an end user with

regard to claim and jurisdiction.
Certainly  interoperability  signifies
involvement of multiple = GNSS

Providers located in different jurisdiction
having conflicting domestic laws. The
task of an end user of space technology
like any other regime in conflict of laws
is to identify the appropriate applicable
law for adjudication or claim. An end
user in this context means only a
category of person or persons who may
suffer damage or infringement of his or
their right from the person or entity with
whom he is not contractually related
from authorized wuse of system
contemplated from GNSS.

GNSS., ICG and
Interoperability

“The Global Navigation Satellite
System" is poised to be one of the most
critical technologies in the twenty-first
century and considered as an important
element of the communications,
navigations, surveillance etc, intended to
provide worldwide coverage.

ICG (International Committee on
Global Navigation Satellite systems) is a
forum established on a voluntary basis as
an informal body to promote cooperation,
as appropriate, on matters of mutual
interest related to civil satellite —based
positioning,, navigation, timing and value
added services, as well as the
compatibility and interoperability of
global navigation satellite system, while
increasing their wuse to sustainable
development. It held its first meeting in
Vienna on 1 and 2 November 2006 and its
second meeting in Bangalore India from 4
to 7 September 2007. The United Nations
General Assembly in its resolution 61/111
of December 2006 noted with appreciation
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on the constitution of ICG. ICG
participation is open to all countries and
entities that are either GNSS providers or
users of GNSS services, and are interested
and willing to actively engage in ICG
activities. Within the ICG is the Providers
Forum, consisting of those countries
operating GNSS Systems or with plans to
develop one. Forum provides a venue for
coordination and cooperation to improve
overall service provisions'.One of the
objectives of the Providers Forum is to
promote compatibility and interoperability
among current and future global and
regional space based systems"'. In the third
meeting of ICG held in California during
December 2008, Providers’ Forum
adopted principles of compatibility and
interoperability and  their  future
definition"™".Term  Interoperability  is
defined as follows

“Interoperability refers to
the ability of global and

regional navigation
satellite  systems  and
augmentations and

service they provide to be
used together to provide
better capabilities at the
user level than would be
achieved by relying solely
on the open signal of one
system”’.

The providers® Forum is not a
policy making body but provides
to promote discussion among
system providers based on agreed
guidelines for provision of open
services etc. The current
structure of ICG is to create
Institutional mechanism to
have meaningful and wuseful
level of Interoperability and its
standardization among GNSS
Constellations.
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Issues of private

international law

Liability: In the context of

private  international  law
question arises to  which
national law governs for

liability owing to damage on
account of malfunctioning of
interoperable navigation
systems, Liability convention™"
cast absolute liability on a
launching state for any damage
caused by its space object on
the surface of earth or to an
aircraft in flight(Art II of
Liability Convention 1972).1t is
to be noted Liability
Convention does not
contemplate any liability on
account of damage being
caused on  account of
malfunctioning of signal or
deficiency of signal. In my
paper”™ presented at IAC 2007
Hyderabad I have given my
reasons why Liability
Convention is not attracted in
such scenario. My point was
based on the reason that
satellite signal has definite path
and independent existence. In
ATM (Air Traffic
Management) application the
accident caused by erroneous
signal or bad signal and not by
the satellite. The origin or
source of signal may be
satellite or due to failure in up
linking or down linking.
Therefore cause of bad signal
attributable for accident
requisite an enquiry which is
not contemplated under
Liability Convention as same
unequivocally cast absolute
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liability on launching state. It is
clear the natural and legal
persons  having  suffered
damages from space objects
must turn into common law
(droit common) remedies under
applicable national laws and
before national courts®.Here
again problem to be identified
is jurisdiction of national court
to entertain an action in
personam. How does an end
user will be able identify which
of the GNSS entity having
faulted resulting in accident. It
may require a probe and further
complicate choosing a court of
national jurisdiction. Under US
Federal Torts Claim Act
(FTCA) an action cannot be
brought against USA for any
negligence occurred outside
- US. Therefore for negligence
occurred in outer space unless
it shown that it has terrestrial
link in US, the liability cannot
be fastened. The basic rule at
common law is the English
court has no jurisdiction to
entertain an action in personam
unless the defendant has been
personally served with a claim
form in England or Wales".
Final Report on the
establishment of a legal frame
work with regard to CNS/ATM
system including ~ GNSS
presented before 35th session
of International Civil Aviation
Organization (ICAO)"
“identifies that substantive law
may be reasonably adequate to

determine or  apportion
liability from accidents
involving failure or

malfunction of GNSS systems,
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the procedural rules and, in
particular , the applicable rules
on jurisdiction may not be
adequate to bring all parties to
the court in order to ensure
prompt and equitable
compensation in these cases. In
particular, application of the
sovereign immunity and related
principles may in many cases
render court action against
foreign states or foreign
governmental entities
providing ATC or GNSS
signals, facilities and services
in countries other than their
home states difficult or

9Xiil

impossible

Sovereign Immunity

limitations:

Under United States Foreign
Sovereign Immunities Act of
1976 foreign state shall be
immune from the jurisdiction
of the courts of the United
State except in which the action
is based upon a commercial
activity carried on in the United
States by the foreign state; or
upon an act performed in the
United States in connection
with a commercial activity of
the foreign state elsewhere.
Similarly United Kingdom
State Immunity Act 1978 or
1985 Foreign States
Immunities Act of Australia
accord a State, immunity from
the jurisdiction of the Courts in
United Kingdom or Australia.
Article VI of the Outer Space
Treaty provides international
responsibility  for  national
activities in  outer space
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whether such activities carried
by governmental agencies or
non governmental agencies.
State Responsibility couched in
Art VI does not help to bring
any actions in national courts
because of State immunity.
GPS™ being essentially part of
US Defense system and
provided free of costs,
availability and accessibility is
a policy decision; therefore it
may not be possible to sue US
government for merely
providing interoperated service
in UK or Australia..

Jurisdiction for claim Actor
sequitor forum rei- A pursuer
follows the forum or court of
defendant. In the context of
interoperability for an end user
what matters at receiver level.
He is not in a position discern
or gather conditions integrating
signal .This could drive him for
forum shopping. He may not
able to sue in US or UK, but
certainly he can sue in India,
discarding US, if the one of the
system interoperated is that of
India because in India
sovereign immunity protection
is not available. Under section
86 of Civil Procedure Code in
India, a suit against foreign
state is maintainable with

consent of Central
Government.
Product liability "Product

liability" is defined as, "the
legal liability of manufacturers
and sellers to compensate
buyers, users, and even
bystanders, for damages or
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injuries suffered because of
defects in goods purchased™.
Product liability rest with’
manufacture of Product (see
article 1 of EC Directive
87/374/EEC)".In the GNSS
context it may not have much
significance as manufacturer of
hardware likely to have
contractual obligation with
GNSS entity, however third
party concerned who may use
product of manufacturer need
not rest his claim for use of
GNNS core system by
manufacturer but he can seek
claim directly against the
manufacturer. Art .4 of Hague
Conference on Private
International Law on Product
Liability provides applicable
law shall be the internal law of
the State of the place of injury
or the place of the habitual
residence of the person directly
suffering damage or the
principal place of business of
the person claimed to be liable

~ or the place where the product

was acquired by the person
directly suffering damage.

Multi _country tort/multiple
tort feasor. The program
contents of broadcasts will on
occasion give rise to claims of
injury to private law interests,
including the interest in
reputation. Transmission may
give rise to liability under one
national system but to no
liability under another.
Defamation via satellite will
have serious implication in the
context of Interoperability
.Fastening liability and
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jurisdiction is an issue to be
dealt under private
international law. For traffic
accidents on account of defect
or bad signal, third parties to
have recourse for actions
among persons liable are
difficult. Under Hague
convention of private
international law on traffic
accidents™"the applicable law
is the internal law of the State
where the accident occurred.
It may be difficult for injured

in a member country of
Convention to choose a
tortfeasor n such

circumstances in the light of
sovereign immunity context as
well. Therefore to fasten joint
and several liabilities, it is
necessary to specify by a legal
regime so as to create a fiction
of common liability among
interoperable entities.

Intellectual property
Increasing commercialization

of outer space particularly
significant in the sphere of direct
broadcasting and remote sensing
where interoperability may have
substantial bearing raises issues
related to copy right, patent etc.
Luxenberg is of the opinion that
strong protection of intellectual
property either used in space or
transmitted in space activities is
vital for the private sector to have
sufficient incentive to invest in
commercial activities and for
commercial of space™". “What
does merit special attention
however typically in the corner
of space law, is the fact the
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broadband signals emitted by
satellite have broad geographical
coverage on earth often going
beyond national boundaries™™".
Under1974 Brussels Convention
Relating to the distribution of
programme .carrying  signals
transmitted by satellite, each
Contracting State undertakes to
take adequate measures to
prevent the distribution on or
from its territory of any
programme-carrying signal by
any distributor for whom the
signal emitted to or passing
through the satellite is not
intended. This obligation shall
apply where the originating
organization is a national of
another Contracting State and
where the signal distributed is a
derived signal (Art 2).Unless
Institutionalized mechanism
among Interoperable entities is
established it may have serious
ramifications and implications of
violation of copy  rights
obliterating objectives of the
above Convention. Therefore
international system should be
established under which
measures would be provided to

prevent distributors from
distributing programme-carrying
signals transmitted by
interoperable  satellite ~ which

were not intended for those
distributor.

The revenue potential of
satellite navigation lies in the
user segment, with the number of
users  likely to  increase
substantially .Patents may cover
inventions  relating to the
methods used by GNSS receivers
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for capturing and demodulating
the signals and for the related
processing algorithms. They can
also cover signal content and
chipsets to be built into GNSS
receivers. The protection given
by copyright may also relevant in
certain area; particularly in signal
processing and signal
content™ Intellectual  property
rights are often called as negative
rights .It may be difficult to
protect such rights  without
having precise protection in user
segment country . It may be a
defense for a violator that signal
content is that of the entity it
does not have protection or used
in a country where, national
legislation does not offer any
protection, it must be noted
Intellectual property rights are

protected under national
legislations.
“Distribution  of  satellite

channel through out the world
using different satellite system is
not only contrary to the 1982 UN
Resolution on Direct Television
Broad casting by Satellite™ but

also illegal as it violates
international radio
regulations™ " . The  above

Resolution principally lay that
States shall co-operate on a
bilateral and multilateral basis for
protection of copyright and
neighbouring rights by means of
appropriate agreements between
the interested or the competent
legal entities acting under the
jurisdiction. It may be difficult to
protect interest of third party in
respect of copyright and
neighbouring rights as mandated
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in the above Resolution as
interoperability of navigation
system is not contemplated under
it.

Personal data and privacy
issues The capability of
satellite navigation technology
to locate and trace a person or
people and goods  has
implications for privacy issues.
The rights to privacy are highly
developed law in Europe. All
Member  States  European
Union are signatories to
European Convention Human

Rights  which  guarantees
respect for “private and family
life, home and

correspondence”. Most privacy
issues are related to satellite
navigation is covered by the
Directive  95/46/EC™"  and
Directive 2002/58/EC™".
Transfer of personal data to a
third country which does not
ensure an adequate level of
protection is prohibited under
Directive 95/46/EC. In the
event of GALILEO™ being
interoperated with other system
it may difficult to protect the
privacy issue of the subjects in
the light of above Directives in
third country.

“Many commercial and public fleets
are turning to satellite-based tracking
technologies  for  tracking and
coordination of vehicles, untethered
trailers and other assets. These
technologies can significantly reduce
operating costs, facilitate "just in
time" manufacturing and delivery
without the need to maintain large
inventories, and improve cargo
security. In the trucking industry,
satellite-based Automatic Vehicle
Location (AVL) technologies are
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used for precise position and load
status reporting. Truck drivers have
expressed similar concerns, claiming
that fleet owners do not have a right
to detailed information regarding how
they traveled from point of pickup to
point of delivery”™"'

It is not precisely easy to
protect such privacy issues in
the wuse of interoperable
navigation system.

Conclusions
Towards Codified Private
International law. There are four

distinct stages in the conflict resolution
process™"".They are

(DDetermination by the court of its
jurisdictional competence (ii)
Classification or characterization of
the cause of action that entails
allocation of the issue involved in a
case to its correct legal category (iii)
Identification by the court of the lex
causae or the law that governs the
cause of action. (iv) Recognition and
enforcement of its judgment by the
concerned foreign court.

Interoperable GNSS poses varieties of
issues relating to jurisdiction .Courts of
competent jurisdiction with reference to
cause of action is highly impossible to
determine if normal rule of lex loci
delicti commissi is followed. Conflict of
laws is a necessary part of the law of
every country because different
countries have different legal system
containing different rules, and some
adjustment is necessary when events or
transactions are not confined within
borders of a single country™"", Private
international law (conflict of laws)
primarily seeks its harmonization and
codification. The lex loci delicti
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commissi is the Latin term for "law of
the place where the tort was committed.
Habitual residence of the victim will in
many outer space related cases is
preferable to the application of lex
loci™™*. This will also certainly prevent
Forum shopping. Therefore it is
necessary to have a codification to
harmonize jurisdiction based on lex
domicilii- place of habitual residence.

Admissibility of  evidence
gathered through space technology in
national courts and arbitration is new
area of concern under Private
International law. More and more
commercial transaction and commercial
activities opt for arbitration courts in
place of the national court system due to
several reasons. Hence, it is necessary to
have a legal regime to lay the issues of
admissibility of evidence gathered
through space technology to be used in
national courts or in arbitration courts
relating to admissibility of evidence
collected using space technology. The
main evidentiary issues relating to
admissibility that would be scrutinized
are:

Chain of Custody

Meaning of ‘Original’
Documentation of digital data
issue of data tampering

B =

All the evidence collected with
the help of space technology is digital
evidence and therefore have the quality
of any digital evidence. Even with all the
similarity of evidence collected using
space technology with the other forms of
digital evidence like photography etc.,
the space technology evidence has its
own quality and distinction from other
forms digital evidence. Ways of
authentication, Need of qualified
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experts, and how to make legal system
more adaptable to new technology are
some of the issue and implication of
interoperable GNSS. It is therefore

necessary to respond to this issue
internationally.
Interoperability allows

navigation with signals from different
systems with minimal additional receiver
cost or complexity .Multiple
constellations broad casting
interoperable open signals will result in
improved observed geometry, increasing
end user accuracy. Consumers or end
users are certainly looking forward to
have better capabilities of GNSS use. To
have a complete legal foundation on
GNSS, we need to forward to know
potential future which is not far away.
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