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MILITARY USE OF COMMERCIAL REMOTE SENSING DATA

Ricky J. Lee’

INTRODUCTION

It has frequently been noted that the space
law of today is very ill prepared for the
commercial ventures in space today. One
often-neglected aspect in the development
of commercial space law throughout the
past decades is the increasing interplay
between military and civilian use of outer
space. In many space applications, such as
communications, global positioning and
remote sensing, there is often some mixture
of .civilian and military use with most
satellite system, as there is with terrestrial
applications of most technologies. This is
especially the case with remote sensing
activities, where the technological
advancements in the field have been largely
spurred on by the increasing need for
greater intelligence-gathering capability by
defence forces and intelligence agencies.

The reason that there is significantly more
controversy associated with military or
mixed use of satellite systems vis-a-vis
terrestrial technologies is that the use of
space has been well established in
international law to be exclusively for
peaceful purposes only. The content of this
requirement continues to vary among
different interpretations. Nevertheless, the
military use of remote sensing technology
have been one of the earliest space
programs initiated by both protagonists of

the Cold War and continue to be one of its
predominant applications. In this post-
Cold War order, military satellite systems
have become partially available for civilian
use and, similarly, military establishments
have begun purchasing data from
commercial operators instead of purchasing
and deploying expensive high-resolution
systems of their own. In order to consider
the relevant legal implications, it is
important to first examine the law applying
to military use of space and remote sensing
generally and to study the following
scenarios:

1) remote sensing systems used

exclusively by the military;

2) military remote sensing systems
supplying data to civilian entities
or military systems with partial
civilian operation for scientific or

commercial purposes;

3) commercial or scientific remote
sensing systems with partial

military operation and use; and

4) commercial or scientific remote
sensing systems supplying data to
the military in  offensive,
defensive, reconnaissance and

peacekeeping operations.
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THE PEACEFUL PURPOSES REQUIREMENT

The regulation of activities in space is one
of the newest and most codified areas of
international law. In order to discuss the
relevant legal implications on any activity
in space, it is essential to first examine the
provisions of the United Nations space
treaties. From the beginning, the United
Nations Committee on the Peaceful Uses of
Outer Space (COPUOS) has affirmed the
principle that outer space is to be used for
peaceful purposes only. Subsequently, the
1967 Outer Space Treaty and all subsequent
treaties and General Assembly declarations
affirm the principle that outer space should
be used only for peaceful purposes.
However, the provisions are far from clear
as it appears to draw distinctions between
outer space sensu stricto (the space between
celestial bodies), the celestial bodies
including the Moon and outer space sensu
lato, which includes both “outer space” and
the celestial bodies.'

Specifically, Article IV(1) of the Outer
Space Treaty prohibits the placement of any
nuclear weapons and other weapons of
mass destruction in-outer space. This refers
to outer space sensu lato, including outer
space, the Moon and other celestial bodies.
However, this provision, or any other, does
not prohibit the stationing of any other type
of weapon in outer space for military
purposes, such as conventional or laser
weapons. In other words, it appears from
this provision that States are entitled to use
outer space for military purposes, provided
that these do not involve stationing nuclear
weapons and weapons of mass destruction.’

The second paragraph of Article IV of the
Outer Space Treaty, which requires the use
of celestial bodies exclusively for peaceful
purposes, appears to apply only to the
Moon and other celestial bodies and not to
outer space sensu stricto.’ Both the United
States and the Soviet Union pointed out
that, by omitting the mention of “outer
space” from the peaceful purposes
requirement in Article IV, the States have

rejected a broad prohibition of military
activities in space and restricted the
requirement to celestial bodies only.* In
any event, the United States has long
argued that “peaceful” in the Outer Space
Treaty means “non-aggressive” rather than
“non-military”.5 In other words, the Outer
Space Treaty implements only the existing
obligations under the Charter of the United
Nations for non-aggressive use of space,
but not to impose a new obligation
involving the full demilitarisation of outer
space, regardless of the scope of its
application to outer space and the celestial
bodies.®

This interpretation may be considered to be

- contrary to existing interpretations that are

found in international law. For example,
the similarly worded Antarctic Treaty, to
which the United States is also a signatory,
defines “peaceful” as “non-military” and
specific references to military installations
are regarded as exem?liﬁcativé rather than
exhaustive in nature.” The Soviet Union,
for example, takes a similar view and
argues that the Outer Space Treaty prohibits
all military activities regardless of their
aggressive nature, albeit in reference to
celestial bodies only.® By inference, the
interpretation used in applying the Antarctic
Treaty should therefore be equally
applicable to Article IV of the Outer Space
Treaty as well. Further, the United States is
also a signatory to several nuclear non-
proliferation agreements and the White
House would undoubtedly consider it
absurd for States to assert that their
development and manufacture of nuclear
weapons 1s for “non-aggressive” purposes
only and therefore permissible under the
Nuclear Non-Proliferation Treaty. As a
result, the interpretation adopted by the
United States with respect to “peaceful” use
of outer space may therefore be contrary to
the existing principles of international law.

Articles I and II of the Outer Space Treaty
require the activities of States to be in
accordance with international law,
explicitly referring to the Charter of the
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United Nations. Article 2(4) of the Charter
requires restraint from the use or threat of
use of force, which presumably extends to
outer space. This, of course, does not
prevent military applications that do not
involve the use of force against another
State. Further, this specific reference to
international law may well save the “non-
aggressive” interpretation of the provision.
Generally speaking, the interpretation of a
treaty provision in intemnational law is
subjectively based on the views of the
State, unless the interpretation is so wide of
the intent of the provision that it would
amount to the exercise of bad faith. It
would be difficult to suggest that the stance
of the United States would constitute bad
faith 1n interpreting the “peaceful purposes”
requirement as meaning “non-aggressive”
use of space. Consequently, the United
States and other States may arguably
choose to bind themselves with any
reasonable interpretation of Artlcle IV as
they see fit.

LAW OF REMOTE SENSING

In response to the need for specific legal
rules for remote sensing activities, the
General Assembly of the United Nations
adopted the Principles Relating to Remote
Sensing of the Earth from Outer Space in
1986 to govern the remote sensing activities
of States, their nationals and commercial
entities.’ In these Remote Sensing
Principles, “remote sensing” is defined as
activities involving “the sensing of the
Earth’s surface from space by making use
of the properties of electromagnetic waves
emitted, reflected or diffracted by the
sensed objects™.'

One major concern relating to remote
sensing is its potentially detrimental effect
on the sovereignty and the interests of the
sensed States. This is especially the case
where the States that are subject to the
remote sensing activities of other States
have not consented to the activities and
have not been consulted prior to the
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activities taking place. As a result, the
Remote Sensing Principles address remote
sensing as well as the data produced,
including the processing of the “primary
data” and the dissemination of “analysed
information”."! As with most other
international space law instruments, the
Remote Sensing Principles require States to
“promote international cooperation” by
allowing participation of all States on an
“equitable and mutually acceptable
terms”.”>  Further, the Remote Sensing
Principles call for the establishment of
international processing facilities for remote
sensing data “within the framework of
regional agreements and arrangements
whenever feasible”.”> The use of vague
phrases such as “whenever feasible” and
“mutually acceptable” have ensured that the
terms of the Remote Sensing Principles
would not be specific enough in its terms to

be overly controversial for the
industrialised States while addressing the
real or ideological concerns of the

developing States.'*

This is not to suggest that the Remote
Sensing Principles provide no legal
obstacles to military satellite
reconnaissance activities. Specifically,
Principle 1 requires remote sensing
activities by States to be undertaken to
improve natural resources management,
land use and the protection of the
environment. This leaves open the
interpretation  that remote  sensing
technologies can only be applied for those
limited purposes, thus prohibiting any
military apphcation as well as other civilian
purposes. ° Alternatively, a more creative
argument would be to suggest that remote
sensing for other purposes are not
prohibited but that they, in fact, fall outside
the purview of the Remote Sensing
Principles and are therefore governed by
existing principles of mtematlonal law that
may relate to such activities.’

In terms of international state responsibility
for governmental and private activities,
Pnnciple IV of the Remote Sensing
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Principles require activities not to be
conducted in a manner that is detrimental to
the legitimate rights and interests of the
sensed State and with due regard of the
rights and interests of other States “in
accordance with international law”. In
regard to the dissemination of data, the
Remote Sensing Principles require the
distribution of data should be done on a
“non-discriminatory basis” and any supply
of data is to be done on “reasonable”
terms.!” As Jakhu pointed out, there is no
definition and no indication as to what is
reasonable and what would constitute a
non-discriminatory basis.'®

disseminated data afterwards, which is

arguably the stage at which most harm can

be done to the sensed States.

The Remote Sensing Principles also require '

States to ensure that remote sensing
activities are conducted in accordance with
the Principles and that the operator
complies with the “norms of international
law on state responsibility for remote
sensing  activities™." This is rather
ambiguous since there are, at present, no
norms of intemational law on state
responsibility for remote sensing activities.
The French text, to which the Russian
version is similar, uses the phrase en ce qui
concerne instead of “for”, inferring that the
provision relates to the applicability of the
general principles of state responsibility to
remote sensing activities?’ As each of the
texts is equally official in status, it is
difficult to determine which interpretation
provides the correct operation and approach
of the provision.

These continuing controversies over some
of the terms and provisions of the Remote
Sensing Principles have been significant
factors in the opposition of most States to
embody them into binding international
agreements.”! It may be arguable that the
Remote Sensing Principles are merely
recommendatory rather than binding in
nature, as they are not a binding source of
international law and may not reflect the

Meanwhile, .
there is no limitation on the use of the

predominant opinion of most States. In any
case, the fact that there is a divergence of
opinion over the content of the obligations
under the Remote Sensing Principles may
be a strong indication that there 1is
insufficient state practice and opinio juris
for the principles to be considered
customary in nature. As the binding nature
of General Assembly resolutions depend
ultimately on their ability to correspond to
existing principles of custom, this makes
the consideration of the issues relating to
military use of commercial remote sensing
systems somewhat problematic.

On the other hand, it has been generally
accepted that resolutions of the General
Assembly, of which the Remote Sensing
Principles is one, may serve as a statement
of custom that is already established by
state practice or to cause States to “march in
step in their practice so as to create one”. >
Further, the resolution may of itself
contribute to the formation of custom as
“collective” state practice or opinio juris.>
The process by which the resolutions were
adopted and the degree of consensus in the
process are both indicia of whether the state
practice is a general one. The International
Court of Justice has suggested in recent
times that resolutions of the General
Assembly are state practice and, therefore,
evidence of existing custom. In the case of
Military and Paramilitary Activities in and
against Nicaragua, the Court relied almost
exclusively on  General  Assembly
resolutions in stating the customary law on
the use of force.”® Judge Tanaka had
suggested that the accumulation of
resolutions could be regarded as “the
middle way” between legislation by
convention and the traditional processes of
custorn making in formulating international
law.® Several other arbitral and judicial
cases have also adopted similar
approaches.?®

These views have to be balanced with the
specific circumstances in which the Remote
Sensing Principles were adopted, along
with the terms of the Resolution itself. The
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Remote Sensing Principles resolution was
adopted without a vote by the General
Assembly in 1986, as with most other space
law princip]es.27 However, some States
nonetheless expressed serious reservations
. at some of the terms and provisions of the
Principles, especially on the issue of the
need for consent of the sensed States.”® The
continuing debate over the meaning of the
terms “discrimination” and the “reasonable
basis” for the supply of data lends further
support to the view that the Remote Sensing
Principles, as a whole, cannot be considered
to be evidence of existing principles of
customary international law. :

Although the whole of the Remote Sensing
Principles may not be considered to be the
embodiment of customary international
law, this does not prevent some of its
provisions of the Remote Sensing
Principles, especially Principle IV, from
having crystallised into custom. - In my
view, the fact that the resolution containing
the Remote Sensing Principles was adopted
by consensus, with most of the reservations
being made by States to advocate a further
requirement of consent to the existing
obligation of Principle IV, suggests that the
requirement of not undertaking ' remote
sensing activities to the detriment of
legitimate nghts and interests of sensed
States is one of virtually universal support
and therefore has crystallised into
customary international law. Similarly, the
lack of express reservations or disputes
over the operation and application of
Principle XII may allow such a principle to
be asserted to be a binding principle of
custom as well.

MILITARY REMOTE SENSING

Even though there continues to be
disagreement and debate as to the content
of Article IV of the Outer Space Treaty in
relation to activities exclusively for
“peaceful purposes”, many States have
nonetheless undertaken military remote
sensing and satellite  reconnaissance

activities, either without regard to its
possible legal ramifications or that they
considered such activities to be lawful.
Either approach merits closer attention.

As discussed above, Article IV only
requires that the Moon and other celestial
bodies to be used exclusively for peaceful
purposes. By inference, this requirement
does not extend to outer space sensu stricto
or the orbital space around the Earth. The
only requirement imposed by Article IV on
Earth orbits appears to be the partial
demilitarisation by the prohibition on
weapons of mass destruction. It would be
difficult to regard a remote sensing satellite
as a weapon of mass destruction, though the
issue may be somewhat different if the
satellite is used for target guidance of a
nuclear missile. Further, the application of
international law to outer space would not
inhibit military remote sensing activities, as
remote sensing is not a use of force and
does not involve a threat of the use of force

between States.

As a result of the uncertainties surrounding
the application of the demilitarisation
provisions of the Outer Space Treaty, it is
necessary to consider the implications, if
any, which are imposed by the law of
remote sensing and customary international

- law. Space law has often been credited

with the speediest creation of customary
international law. Following the launch of
Sputnik-1, some academics have debated
over the creation of the customary principle
of applying the mare liberum doctrine to
outer space.”’ In any event, due to the
overwhelming acceptance by States of the
principles contained in the Outer Space
Treaty, customary law appears to be of
peripheral importance in the field of space
law.

However, it is perhaps this application of
the mare liberum doctrine to outer space
that is of importance in the present study.
By applying the Grotian principle of the
freedom of the high seas to outer space, it
may be argued that spacecrafts flying over a
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subjacent State are inviolate and cannot be
harmed or said to be infringing the rights of
the subjacent State.* Applying this
principle to the case of remote sensing, a
sensed State cannot assert that their rights
under international law have been infringed
as a result of the mere passage of a remote
sensing satellite above its sovereign
territories. However, this would fall far
short of allowing such a satellite to
undertake remote sensing activities in a
laissez-faire manner without reference to
the sensed State.

It has been pointed out that most States
nonetheless consider military
- reconnaissance and remote sensing by

_ satellite for military purposes to be lawful >
It should be of no surprise to many that the
States supporting this view are the States
- with the capability of undertaking military
remote sensing activities. The International
. Court of Justice has stated that customary
law can be created purely from the state
practice and opinio juris of only the States
that are concerned with the customary
principle, so the argument can be made that
the concerned States, namely the States
with remote sensing capability, are
sufficient in making lawful the military use
of remote sensing technology.*® This view
disregards the fact that, unlike maritime
delimitation or manned space flight, remote
sensing law affects both the sensing and the
sensed States. In any event, it is significant
to note that the industrialised sensing States
did not make any strong reservations
against Principle IV when the resolution
was adopted in COPUOS and the General
Assembly.

The final issues involve whether military
remote sensing activities are detrimental to
the legitimate rights and interests of the
sensed States or if the requirements of non-
discrimination in the access to data on
reasonable terms are contravened. The first
question essentially rests on whether
military reconnaissance and surveillance of
the sovereign territories of other States is a
contravention of international law. In this

situation, it is perhaps useful to consider the
position under the international law for
other spatial areas. Article 1 of the Chicago
Convention on International Civil Aviation,
for example, recognises state sovereignty 1n
the airspace above a State’s territory.”*
Article 36 provides for each State to restrict
or regulate the carriage of photographic
apparatus on board overflying aircrafts. As
Haeck pointed out, it can be deduced from
the provisions that aerial espionage by
direct overflight is prohibited by the
Chicago Convention, but peripheral
espionage, such as space unage 1s
permitted by international air law.? Under
the law of the sea, ships have the right of
innocent passage through territorial waters
but this does not provide for reconnaissance
and espionage activities undertaken on
board while the ships are at sea.’
However, the law of the sea does not
prevent espionage and reconnaissance of an
adjacent State from international waters.

This presents two possible propositions
when considering these legal parallels with
military remote sensing activities. It may
be seen from the principles of air law and
maritime law that reconnaissance and
photographic espionage activities may be
undertaken in international spatial areas but
not in areas to which the sovereignty of the
sensed State extends. In other words, it is
permissible to undertake reconnaissance in
the high seas but not in the territorial waters
or the territorial airspace of the target State.
On the other hand, it may also be argued
that the taking of photographic images for
military or strategic purposes along the
periphery of a State’s sovereign territory
may be considered lawful, but it would be a
contravention of law to be taking images
within the territorial waters or by overflight
of the interior of a State’s territory. If the
taking of images of the interior of the
territory of a State is unlawful, then this
would undoubtedly compromise the
legitimate rights and interests of a State for
such activities to take place. The need for
consultation and cooperation with the
sensed State under the Remote Sensing
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Principles and the positions of some States
that make prior consent a requirement of
lawful remote sensing would lend support
to the proposition that military remote
sensing activities would be unlawful. In
my view, therefore, such activities would
be unlawful, as they would be regarded as
detrimental to the legitimate rights and
interests of the sensed States.

Principle XII of the Remote Sensing
Principles, as discussed above, requires the
distribution and dissemination of the
collected data to be available on
“reasonable” terms on a  “non-
discriminatory” basis. It would clearly be

in the strategic interests of States to

withhold the data collected from military

remote sensing activities from the sensed

States. This would clearly contravene the
requirement to supply data to the sensed

State on reasonable terms and on a non-.
discriminatory basis. However, this defect

in lawfulness can be rectified simply by the -

sensing State agreeing to supply the
collected data to the sensed State on
reasonable terms. As a result, this legal
requirement is not a bar to military remote
sensing activities per se, but would instead
prevent the monopplisation of the collected
data in the hands of the military
establishments of the sensing States.

MILITARY AND COMMERCIAL REMOTE
SENSING ACTIVITIES

Military Remote Sensing with Partial
Civilian Use

The question then follows is whether a
military remote sensing operation with
partial civilian involvement, operation and
supply would be equally unlawful. It
should be noted that the unlawfulness of
military remote sensing is not associated
with the satellites themselves, but rather
with the activities undertaken with such a
satellite. As a result, the legality of remote
sensing activities would depend on the
nature of the activity rather than the nature
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of the satellites being used for such
activities.”’

One of the most controversial aspects of the
prohibition of military uses involves the use
of military personnel and equipment for
scientific research and military use of
civilian equipment and personnel. Under
Article IV of the Outer Space Treaty, the
use of military personnel, equipment or
facilities for peaceful exploration and
scientific research is not prohibited. Some
have argued that this undermines the entire
princi;};le of prohibiting military uses of
space.”® However, it is difficult to sustain a
position that the right to scientific use of
space should be denied to States that rely

- on predominantly military programs for

their space exploration and activities,
especially considering most rockets used
for civilian missions have been converted
vehicles from long-range missiles. In any

. event, this point was addressed in the case

of Opinion Construing the Phrase “Naval
and Military Works or Materials” as
Applied to Hull Losses and Also Dealing
with Requisitioned Dutch Ships, in which
the U.S.-German Mixed Claims
Commission held that the test of whether an
activity or equipment is of a military
character is essentially a functional one and
not one of nominal status.’®* Consequently,
even though a vehicle may belong to the
military of a State, its use for purely
scientific research in Antarctica or on the
Moon would be perfectly lawful, as it is the
activity, mnot its ownership, which
determines the status of an entity or object
in international law.

Unlike military activities, it is possible for
commercial or civillan remote sensing
activities to be undertaken with compliance
to the Remote Sensing Principles. Such
activities would be lawful provided that
they are done with respect to the sovereign
and legitimate rights of the sensed States by
the use of the collected data being
disseminated for civilian purposes only and
that the collected or analysed data are
available to the sensed States and other



This article from International Institute of Space Law is published by Eleven international hﬂblishing antmade;/aile{lc;lé to anonieme bezoeker

parties on a reasonable and non-
discriminatory basis.*> As a result, it is my

view that civilian uses of military remote .

sensing systems would be lawful subject to
the legal requirements of the Remote
Sensing Principles being met, as would be
required of any other remote sensing
activity. Ideally, of course, such remote
sensing activities should be done with the
consent of the sensed State and in
cooperation with the relevant authorities in
the sensed State.

Commercial Remote Sensing with Partial
Military Operation '

There may be situations where the military
of a State has partial control of the
operation and the collection of data from a
commercial or scientific remote sensing
system. This may occur in relation to a
specific satellite in the system or when the
system scans a particular third party State
or an area of that third party State. It may
be prudent to assume that, with the
exception of this partial military operation,
the remote sensing system would otherwise
comply with all requirements of
international law.

Since the taking of images of the territorial
interior of another State without its consent
is necessarily detrimental to its legitimate
rights and interests, it is difficult to see any
distinction that can be made to distinguish a
remote sensing system that is exclusively
controlled and operated by the military and
a commercial or scientific one that is
partially utilised by the military. Just as the
designation of military status is based on
the nature of the activity rather than the
ownership status of the equipment or
personnel involved, the use of a commercial
remote sensing system by the military
would not change the nature of the remote
sensing activities being conducted that is,
for all intents and purposes, an unlawful
military application of remote sensing.
Similarly, if the collected data from such
operations are used exclusively by the

military  establishment or intelligence
agencies that are controlling the operation,
then this would contravene the requirement
under Principle XII that requires the supply
collected data to be supplied to the sensed
State on reasonable terms and on a non-
discriminatory basis.

Commercial Remote Sensing with
Military Purchase of Data

In this situation, the commercial remote
sensing system is controlled and operated
exclusively by civilians, with the military
acting as no more than a commercial
purchaser of the collected data or images of
territorial areas of a sensed State.

Principle I of the Remote Sensing
Principles stipulate that “remote sensing
activities” covers the operation of remote
sensing systems, collection and storage of
data and activities relating to the
processing, interpretation and dissemination
of the processed data. As a result, the
requirements in Principle IV to conduct
remote sensing activities with due regard to
the legitimate rights and interests of the
sensed States would extend to the
processing and dissemination of the data
after collection. In other words, regardless
of the intended purpose and the civilian
nature of the data collection, the sale or
provision of the collected data to a military
establishment or intelligence agency would
contravene Principle IV  for being
detrimental to the rights and interests of the
sensed State in international law.

As for the application of Principle XII,
presumably there would be no restriction
imposed by the military purchaser on the
supply of the same data to the sensed State
on a non-discriminatory basis and on
reasonable terms. If the supply agreement
between the military purchaser and the
remote sensing operator gave the purchaser
exclusivity to the data collected, then such
an agreement would cause the operator to
contravene Principle XII in denying the
data to the sensed State.
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CONSEQUENCES OF ILLEGALITY

Liability for State Breaches of the
Remote Sensing Principles

Articles I and TI of the Liability
Convention provides that the launching
States of a space object are liable for any
damage caused by the space object in space,
on the surface of the Earth and to aircraft in
flight. Article I of the Liability Convention
defines a “launching State” as one that
launches or procures the launch of a space
object or a State from whose territory or
facility the space object is launched.

Although the Liability Convention provides
for the most detailed provisions to date in
relation to liability for space activities, it is
doubtful that they would have an
application to remote sensing activities
where the damage or injury suffered by the
sensed State is a strategic one. The term
“damage” is defined in Article I as damage
to persons or property or other irnpairments
of human health. Although the World
Health Organisation has defined “health” as
being anything affecting the welfare of a
person, it is difficult to see that the
provision would have covered a strategic
disadvantage or the loss of a strategic
advantage.

Article VI of the Outer Space Treaty shall
bear international responsibility  for
“national activities” in outer space and have
the responsibility for ensuring that such
activities conform to the Outer Space
Treaty. This is reinforced by Principle XIV
of the Remote Sensing Principles, which
prescribe international responsibility for the
remote  sensing activities of non-
governmental entities on the States.
Further, Article VI provides that States
shall bear liability for any damage caused
by space objects that are launched or
procured by the State.  There is no
definitional confinement in the Outer Space
Treaty for the type of activities or the
damage or injury for which the launching
States are to shoulder the liability.
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Consequently, grounds for liability under
Article VI may be established provided that
the sensing State is also a launching State.

The major difficulties would be the mode of
enforcement that is available to the injured
State and the remedies that may be
available. The only judicial or arbitral body
with the ability to adjudicate international
disputes between States is the International
Court of Justice, which would require the
States to have submitted to the Court’s
jurisdiction in a way envisaged by Chapter
II of the Statute of the Court. If the sensing
State has not submitted to the Court’s
jurisdiction, then no international legal
channels are open to the sensed State
beyond diplomatic protests presented
bilaterally or through the United Nations.

The damages would also be difficult to
quantify. In the frequently-quoted principle
from the Chorzow Factory case, the
defendant State would be liable to pay
damages to restore, as far as possible, the
situation that would have existed if the
unlawful act had not taken place.*’ The
problem in this case is that the damages
would be impossible to quantify and the
sensed State would be entitled to no more
than injunctive or declaratory relief from
judicial bodies. Even if armed conflict
between the States followed such remote
sensing activities, it would nonetheless be
difficult to quantify the differential in
damage inflicted by the sensed State
resulting from its possession of the data.
This results in the sensed State having no
legal remedies available to it for what it
may consider to be a grievous injury to its
military and strategic safety from present or
future military aggression from the sensing
State.

State Responsibility for Non-State
Violations of Law

In the event that the remote sensing
activities 1is conducted by a non-
governmental entity for commercial or
scientific purposes, an additional difficulty
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1s that the remote sensing operator may be
the entity of a different State to the one that
purchased the data. In other words, the
sensing State and the ultimate acquirer of
the data may be different States. As the
Outer Space Treaty deals with only the
States that launched or procured the launch
of the space objects involved in the
operation, the space law instruments cannot
be relied on to prescribe liability onto the
ultimate purchaser of the data.

For the sensed State to pursue legal
remedies against the sensing State, either
for selling the data to its own military
establishment or to the intelligence agencies
of another State, it would be necessary to
demonstrate that the non-governmental
entity are nonetheless carrying out “national
activities” within the meaning of Article VI
of the Outer Space Treaty or that the State
is liable under the pnnciples of state
responsibility in customary international
law.

The term “national activities” have been
hotly debated in academic circles, but it is
probably safe to assume that it in effect
means the activities for which the State
would be held to be intenationally
responsible under principles of state
responsibility.”>  Generally, States have
international responsibility for the activities
of its nationals or non-governmental entities
if the acts can be appropriately attributed to
the State.*® This principle was extended in
the Corfu Channel case in which the Court
held that a State cannot knowingly allow its
territory to be used for acts contrary to the
rights of other States.* 1In the case of
commercial or scientific remote sensing
activities, there are two reasons why the
States may be found to have sufficient
connection to the activities under the
principles of state responsibility. First, the
States have responsibility under Article VI
of the Outer Space Treaty and Principle
XTIV of the Remote Sensing Principles to
provide appropriate supervision to the space
activities of its nationals and non-
governmental entities. Second, the States

have a responsibility to maintain a register
of the satellites launched or operated by
their nationals or non-governmental
entities, a legal requirement derived from
the Registration Convention and Principle
IX of the Remote Sensing Principles. As a
result, it would be difficult for the States to
assert that the remote sensing activities
were undertaken without the knowledge of
the State.

In any event, the same difficulties in
relation to the quantification of damages
would similarly arise in the case of
commercial or scientific remote sensing
operators. There is a possibility that the
sensed States may be able to seek binding
injunctions against the operators in the
domestic courts to prevent any future .
supply or sale of data to either the military
of that State or that of another State. This is
especially the case in countries where the
law provides for the incorporation of
international instruments into domestic law,
such as Australia or France.** However,
this would not be effective against sensing
States that do -not provide such domestic
legal remedies, nor would it prevent the
State from enacting a law requiring the
entity to supply data to its military or
intelligence agencies.

CONCLUSIONS

In reviewing the law in relation to military
remote sensing, it can be seen that there
remains some uncertainty over the legality
of such reconnaissance activities or the
acquisition of similar data from commercial
or scientific remote sensing operators. This
issue is unlikely to be resolved due to the
obvious interests of the sensing States to
assert the lawfulness of their activities and
for the sensed States to similarly assert their
unlawfulness. As the number of States with
the ability to conduct such satellite
espionage activities continues to increase, it
may be no more than a matter of time for
States to prefer the protection of their own
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military secrets ahead of the need to their
espionage activities to be lawful.

Regardless of when the States would agree
on the question of lawfulness, it nonetheless
highlights the fact that there is an absence
of appropriate enforcement measures for
the space law instruments or the principles
adopted by the General Assembly. Further,
there are no adequate remedies available to
States for any non-economic injury inflicted
on them by any contravention of Principle
IV. As the commercialisation of space
applications continue to quicken its pace,
the need to provide for some form of
injunctive relief as well as some formula for
the calculation of exemplary damages that
is not directly linked to the quantification of
the damage caused is becoming increasing
apparent. These issues should, among other
issues and considerations, provide sufficient
fuel for the codification of the law of
remote sensing by satellite into a binding
convention that most States would find
acceptable.
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