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MANFRED LACHS SPACE LAW MOOT
COURT COMPETITION 1997
OPENSKEY vs. ANTIPAPADIA

Case Concerning Commercial Very High Resolution
Remote Sensing Systems

1. INTRODUCTION

The finals of the 6th Manfred Lachs Space Law Moot
Court Competition were held on 9 October 1997. The
competition was realized with the help of the University
of Turin, the Local Organizing Committee of the IAF,
KLM Royal Dutch Airlines, the European Centre for
Space Law (ECSL), and the Association of US Members
of the IISL (AUSMIISL). Preliminary competitions were
held in Europe and the USA, and the winners of those
preliminaries met in the final round in Turin. The Uni-
versity of Paris XI (France) and the University of North
Carolina (USA) competed in the case “Openskey vs. An-
tipapadia”, dealing with Very High Resolution (VHR)
remote sensing systems (written by Harry Tuinder,
Marco Ferrazzani and Frans von der Dunk.). The honour-
able court was composed of Judge Koroma (President)
Judge Rezek and Judge Vereshchetin of the International
Court of Justice. The team of the University of Paris
won the competition. Its members were Jean-Frangois
Renaud, Ranjani Srinivasan. and Amine Laachani. The
members of the University of North Carolina team were
Christina Benson and Scott Syfert. The Law Offices of

Sterns and Tennen provided two awards to Outstanding -

Oralists Ms Benson and Ms Srinivasan. The Journal of
Space Law offered a one-year subscription for the team
with the Best Memorial, the French team.

2. THE PROBLEM>

General Issues Presented:

- Whether the downgrading of spatial resolution of a re-
mote sensing satellite image in the case of a specific
country is in conformity with international law;

- Whether remote sensing satellite data may be inter-
cepted by a state without approval of the operator state of
the satellite;

- Whether remote sensing data which proves to be incor-
rect can result in liability under international law of the
state which is responsible for the satellite operation.

Statement of Facts

The Republic of Starstripe licensed the private com-
pany Goldstar to construct and sell the commercial re-
mote sensing satellite Golden Eye to the Kingdom of
Openskey. Golden Eye is capable of delivering Very
High Resolution (VHR) data with a ground resolution
between 1 and S meters.

The instruments on board Golden Eye have an opti-
cal capacity and an active synthetic aperture radar (SAR)
capability and there is limited on board processing and
recording of data. Also the satellite is equipped with an
optical telecommunication transponder for intersatellite
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links which makes high bit data relay possible with the
command station.

Golden Eye was successfully launched by the State
Secondandia from the territory of the Republic Starstripe
and subsequently was sold to the private company Super-
view Inc., which has its headquarters in Openskey, but is
incorporated elsewhere.

Superview Inc. is a typical large multinational com-
pany and has shareholders all over the world. Superview
Inc. is licensed by Openskey to carry out commercial
VHR activities in conformity with international law in-
cluding space law. Superview, Inc. pays Openskey 10%
of the revenue it receives from the sale of sensed data.
Openskey has a national space law which contains the
provisions in the Annex. Agreements have been con-
cluded between Superview Inc. and the governments of
Papadia and Antipapadia to receive data directly from
Golden Eye. In these agreements, which also were ap-
proved by the Foreign Ministry of Openskey, technical
assistance is provided by Superview Inc. to Papadia and
Antipapadia, and ground stations are delivered by Open-
skey to the respective countries. Both agreements refer to
the conditions of the license of Superview Inc. as an in-
tegral part of the agreement.

Papadia and Antipapadia, which were separated from
each other after a lengthy civil war, are located in the
same geographic region and are both comprised of a
group of small islands. The sea area in which they are
situated contains many minerals, and large oil fields are
supposedly located in the disputed territorial sea between
Papadia and Antipapadia. Two oil companies, Drillwell
Inc. and Sinkbetter, Inc., have long-standing close con-
tacts with the governments of Papadia and Antipapadia
respectively, due to the existence of these strategic oil
fields. Drillwell Inc. is incorporated under the law of Pa-
padia, and Sinkbetter Inc. is incorporated under the law of
Antipapadia.

The first large client of Papadia for VHR data is
Drillwell, Inc. which, based on the data delivered through
the ground station of Papadia, started to search for oil in
a small coastal area in the middle of the disputed territo-
rial sea between Papadia and Antipapadia.

Antipapadia at the same time contracted with Sink-
better Inc. and Sinkbetter, based on the data gathered
through the ground station of Antipapadia, starts an oil
search some 12 kilometers (8 miles) east of the area
where Drillwell Inc. is searching. This area, as well, is
situated in the middle of the disputed territorial sea be-
tween Papadia and Antipapadia. Both Drillwell and Sink-
better are licensed through the respective Papadian and
Antipapadian ministries to carry out exploratory drilling
and subsequently to exploit any oil fields they find in the
disputed areas.

The ground stations of Papadia and Antipapadia for
receiving the VHR data from Golden Eye are technically
different. Papadia, which still maintains close political
and economical ties with its former colonial power Star-
stripe, purchased from Openskey the latest technology
and software for processing all the data. Antipapadia,
which after its separation from Papadia became part of
the movement of progressive former colonial countries,
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has only limited access to space technology, due to lim-
ited economic resources. Consequently it was only able
to purchase much less advanced hardware and software for
processing the VHR data. Moreover, in the license of
Goldstar to export Golden Eye to Openskey, a provision
was included which gave Starstripe the right to demand a
downgrading of the data in furtherance of the national
security interests of Starstripe.This provision was also
included in the licence from Openskey to Superview, Inc.
and was made known to Papadia and Antipapadia when
they signed the agreements with Superview, Inc.

Tensions have arisen between Papadia and Antipa-
padia due to the plans of both oil companies to start ex-
ploratory research in the disputed sea areas by sending
special ships for experimental drilling. Both countries
send warships to the disputed zones. A situation of inter-
national tension is reported by the press.

The data received from Golden Eye, according to
press reports, also has military significance and enables
both countries to monitor the other country's military
activities. Papadia requests Starstripe to intervene in the
conflict and also requests the Secretary General of the
United Nations to discuss the situation in the Security
Council. The Security Council subsequently adopts a
Resolution calling upon the two countries to refrain from
any further controversial actions in the disputed area and
to enter directly into negotiations concerning the disputed
sea area. The Resolution does not mention space activi-
ties nor the use of satellite derived information.

Openskey, after discussions with Starstripe, orders
Superview Inc. to switch-off the satellite signals intended
for the ground station of Antipapadia. Superview com-
plied with this order.

At the same time, the 0il companies Drillwell Inc.
and Sinkbetter Inc. published the first results of their test
drilling. It appears that Drillwell found an undersea oil-
field which will justify commercial exploitation. It is
located entirely in the disputed area. Sinkbetter, on the
contrary, did not locate any oilfield. After having made an
investigation with experts from Antipapadia, the conclu-
sion was drawn that due to the technical inferiority of the
ground station and processing facilities, it could not carry
out its research with the data obtained through the Anti-
papadian ground station. It was also discovered that the
data received by Antipapadia had been deliberately and
constantly downgraded by Superview Inc. on request of
the Government of Openskey. In the process of down-
grading, some of the data received in Antipapadia was
carelessly but unintentionally transformed in such a way
that with the processing software Antipapadia possessed
the data was being represented incorrectly.

Antipapadia, after having received the experts' report,
decided to buy a state-of-the-art mobile ground station. In
order to be sure to receive the VHR data in good order,
Antipapadia started secretly to operate the mobile ground
station from the territorial waters of Papadia. Antipapadia
delivered VHR data to Sinkbetter, which, according to
press releases, will take one more month to acquire
enough data to start new research. At the same time, the
Government of Antipapadia published pictures of secret
Papadian military bases to the international press, which
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it claims clearly show the military build-up by Papadia.
These pictures were derived from the satellite data ob-
tained from Golden Eye through Antipapadia's recently
acquired mobile ground station.

After these publications, Starstripe requests Open-
skey to switch off Golden Eye when it is in the coverage
area of the ground stations in Papadia and Antipapadia
until the disputed reception of data by Antipapadia ends,
and until Papadia and Antipapadia resolve their territorial
dispute. Based on this request, Openskey decides to sus-
pend the license of Superview Inc. to operate Golden
Eye, and its control is taken over by the army of Open-
skey. Neither Papadia nor Antipapadia have received any
data from Golden Eye since this decision.

Openskey and Antipapadia have decided to bring their
dispute before the International Court of Justice for reso-
lution of the issues stated below. There are no issues as
to the Court's jurisdiction.

Issues before the ICJ
1) Whether Antipapadia is violating international law by
intercepting and publicly distributing the signals of
Golden Eye, and, if so,
a) whether Antipapadia is liable to Openskey for the
loss of revenue suffered by Opensky due to the
switching-off of the satellite while within the cover-
age areas of the Papadian and Antipapadian ground
stations; and,
b) whether Antipapadia should stop making this in-
formation public and should destroy or return to
Openskey all data received.

2) Whether Openskey violated international law by
switching-off Golden Eye while it was within the cover-
age of the Antipapadian ground station;

3) Whether Openskey violated international law by deliv-
ering to Antipapadia a ground station with hardware and
software technically inferior to that purchased by and used
in the Papadian ground station.

4) Whether Openskey violated international law by the

intentional downgrading and unintentional transformation

of Golden Eye data transmitted to Antipapadia, and, if so,
a) whether Openskey is liable for the costs incurred
by Antipapadia in the unsuccessful exploratory re-
search; and,
b) whether Openskey should compensate Antipapadia
for the loss of expected oil revenues suffered by Anti-
papadia.

Instructions to the students:

You should prepare one memorial for the Applicant
(Openskey) and one memorial for the respondent
(Antipapadia). You should assume that all of the states
referred to in this case are parties to all of the relevant
international treaties and conventions and have adopted
the United Nations General Assembly Resolution con-
cerning "Principles Relating to Remote Sensing of the
Earth from Outer Space" (G.A. Res. 47/68). None of the
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States referred to in this case are parties to the UNCLOS

III Treaty.
Annex
Openskey Law on Space Activities (Excerpts)
Preamble;

Having Regard the Increasing Commercial Uses of
Outer Space and the Obligations for the States Party to
the United Nations Space Treaties and Resolutions;

Taking Into Account the Articles of the Outer Space
Treaty and especially Articles VI, VII and VIII;

Recalling the United Nations General Assembly
Principles Relating to Remote Sensing of the Earth from
Outer Space;

Believing that this Law will help strengthen the
Leadership of Openskey;

Adicle 1

This Law applies to activities in outer space (space ac-
tivities). In addition to activities carried out entirely in
outer space, also included in space activities are the
launching of objects into outer space and all measures to
manoeuvre or in any other way affect objects launched
into outer space.

Article 2

Space activities may not be carried out from Openskey's
territory by any party other than the Openskey state,
without a license. Nor may an Openskey natural or ju-
ridical person carry on space activities anywhere else
without a license.

Article 3

A license to carry on space activities is granted by the
Openskey government.

A license may be restricted in the way deemed appropriate
with regard to the circumstances. It may also be subject
to required conditions with regard to contro! of the activ-
ity or for other reasons. Inspection of the space activities
of license holders is exercised by the authority decided by
the Government,

+ Copyright © IISL 1997,
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3. WINNING BRIEFS
A. MEMORIAL FOR OPENSKEY
AGENTS

Ranjani Srinivasan,
Jean-Frangois Renaud & Amine Laachani

ARGUMENT

The legal instruments governing the use outer space for
peaceful purposes are drawn from various fields of law.
Because the possibilities of outer space have yet to be
fully explored and the implications of outer space re-
search have yet to be understood, it iS necessary to con-
sider international law from a variety of angles to deter-
mine how to the apply existing law. In the case of Open-
skey versus Antipapadia, a case concerning very high
resolution commercial remote sensing systems, we en-
counter issues that have yet to be dealt with from a legal
perspective. One this is sure, however. Remote sensing
data serve a very important purpose, increasing the extent
of our management of the natural environment surround-
ing us. The state of Openskey is committed to directing
remote sensing data towards the good they can serve the
human community, and to increasing the number of us-
ers of this data.

R R isional | ken by
Court

Before this Court makes any decisions regarding the mer-
its of the case concerning very high resolution commer-
cial remote sensing, the state of Openskey respectfully
requests the honorable International Court of Justice to
award preliminary measures of security.1 Because Golden
Eye data intercepted by the new mobile ground station of
Antipapadia are currently being publicly distributed, and
these data pose a potential threat to international peace
and security, the public distribution of these data must be
immediately halted before the situation of regional and
international security is further exacerbated. The threat to
international peace and security is evident and urgent;
both countries have already sent warships to the disputed
zone. Continuing the public distribution of stolen data
will only heighten the tensions and could disturb interna-
tional or regional public order.

In an effort to protect international peace and stability
during this procedure before the respected International
Court of Justice, the state of Openskey respectfully re-
quests the adoption of this provisional measure of secu-
rity.

Question 1: Did Antipapadia violate international law
by intercepting and publicly distributing the signals of
Golden Eye?

The state of Antipapadia clearly violated international law
by the interception and public distribution of Golden Eye
signals according to several areas of binding international
law. These include property law (I), legal instruments
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concerning communications (II) and sovereignty princi-
ples (1II). Furthermore, Antipapadia posed a serious threat
to international peace and security (IV).

I. Antipapadia's actions in breach of
Openskey's property rights

Article VIII of the Treaty on Principles Governing the
Activities of States in the Exploration and Use of Outer
Space Including the Moon and Other Celestial Bodies of
1967 (hereinafter referred to as OST) establishes a state's
jurisdiction and control over a satellite launched into
space: "(A) State Party to the Treaty on whose registry
an object launched into outer space is carried shall retain
jurisdiction and control over such object, ...." The facts
make clear that Openskey has adopted the OST, and even
highlights Article VIII of the OST in its national law on
space activities.” Because Golden Eye belongs to an
Openskey judicial pers0n3, Openskey is the State party
to the OST on whose registry appears Golden Eye.
Therefore Openskey retains jurisdiction and control over
Golden Eye. Since jurisdiction is an expression used to
designate the double capacity of the state of determining
the rules of law applicable and applying them,* not only
does Openskey determine the applicable law, but exer-
cises jurisdiction and control over the satellite.
Maintaining jurisdiction and control over the satellite is a
form of ownership over the same. Because it exercises
jurisdiction and control over the satellite, any product of
the satellite belongs to the State Party to the OST. For
example, if a satellite or component is found, it is re-
turned to the State Party on whose registry appears this
satellite.”

Concerning Golden Eye, data are gathered by optical sen-
sors and SAR capability, both of which are physically in
the satellite. The data are then transmitted from the satel-
lite to the ground station. Openskey has jurisdiction over
the satellite, its instruments, and in addition has jurisdic-
tion and control over the products of the satellite, which
are data. In virtue of Article VIII of the OST, Openskey
owns the data gathered and processed by the satellite. In
intercepting data not intended for it, the state of Antipa-
padia is in complete violation of Openskey's property
rights and its jurisdiction over Golden Eye data. The state
of Antipapadia acted in complete violation of Article VII
of the OST, and therefore of international law.

were

II. Antipapadia's violation of international
law is further characterized as a violation of
communication law

The state of Antipapadia practiced a violation of commu-
nication law, a general term here employed to include
copyright law (A) and information law (B).

A. In violation of copyright law

Two main conceptions of international copyright law can
be distinguished. The first is an Anglo-Saxon notion of
copyright, codified by the Universal Copyright Conven-
tion (UCC), signed in 1952 and amended in 1971. The
second is a "continental” concept of "droit d'auteur”,
which finds its roots in the Bern Convention for the Pro-
tection of Literary and Artistic Works, signed in 1886
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and amended several times thereafter (hereafter referred to
as the Berm Convention). Over the past few decades and
through the process of internationalization of both con-
cepts, they have essentially merged. As Openskey exer-
cises jurisdiction and control over Golden Eye, it deter-
mines the law applicable to the same. However, it is
considered that the Bern Convention provides a hlgher
standard of copyright protection that the UCC® The
UCC provides that if a nation is a member of both con-
ventions, the terms of the Bern Convention will govern,
and if a nation is a member of a Bern Convention, it
cannot withdraw and be only a member of the UCC,
loosing both memberships at the same time.” It is then
judicious to consider the terms of the Bern Convention,
which Openskey has determined to be the applicable law,
to the case in point. Furthermore, the case indicates that
all relevant treaties have been adopted. The Bern Conven-
tion one such highly relevant treaty.

According to copyright law, Golden Eye data are pro-
tected both intrinsically and as databases. The state of
Antipapadia violated both aspects of copyright law.

1. Golden Eye primary data are protected
Primary satellite data are protected under copyright law as
original works in virtue of the Bern Convention, which
provides for the protection of authors' rights for their
artistic and literary works, defined in Article 2.}

Primary satellite data respond to the conditions for copy-
right protection imposed by the Bern Convention. These
conditions require the existence of a human author and
the originality of the work. First, the collection of re-
mote sensing data implies a direct human intervention
through the programming of the satellite from the Earth
and the selection of images.

The second condition, the originality of the work, sup-
poses that work wears the mark of its author. Modem
satellites such as Golden Eye inherently have numerous
defined parameters such as the viewing angles or the
spectral bands, all of which permit technicians and others
to mark the data with human originality while determin-
ing what data to be collected. "Beyond any doubt remote
sensing raw data is unique and original.... ® The condi-
tions of originality and authorship of Golden Eye data are
therefore fulfilled, meaning that the data are protected.
The Bern Convention requires in addition that the work
must be fixed in a material support. In practice, the
transmission of raw data from the satellite to the ground
staUOn is accepted as a viable support, therefore pro-
tected.'

The author, s/he who exercises jurisdiction and control
over the satellite, in this case Openskey, is entitled to
certain protections of its work. Most importantly, the
unauthorized reproducuon11 and public communication
are duly prohlblted % Golden Eye data are therefore pro-
tected under the Bern Convention, and Openskey is the
legitimate author of data benefitting from copyright pro-
tection. The state of Antipapadia violated Openskey's
rights as an author, which are the copyright protections
extended to Golden Eye data. In intercepting copyrighted
data not belonging to it and proceeding with an unauthor-
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ized public communication of these data, the state of
Antipapadia violated the provisions of the Bern Conven-
tion and therefore of international copyright law. The
state of Openskey is the legitimate author of the data.
Only Openskey may authorize the reception and public
distribution of data. The state of Antipapadia completely
transgressed these copyright protections afforded to
Golden Eye data in virtue of the Bern Convention.

2. Golden Eye data are protected as databases
Not only are Golden Eye data protected intrinsically, but
also can benefit from copyright protection as constituents
of databases accordmg to Article 5 of the WIPO Copy-
right Treaty of 1996."> Golden Eye data beneﬁt from
Article 5's definition from two perspecuves

First, satellite data represent a potential image in a file
format. This file is represented in the form of a 1, 0
grouping. The combination of digital binary data in the
file constitutes a database by itself. Furthermore, to be
protected, the database must demonstrate originality,
meaning that it is organized, or that its elements are hu-
manly selected. In the case of Golden Eye data, this con-
dition is fulfilled. The order of digital binary data is cho-
sen with due regard for the future image to be created
from the data. The organization of the file is not random,
rather, the voluntary action of its author.

Second, the satellite transmits a multitude of satellite
photos, and therefore a multitude of satellite images ex-
pressed as files. The grouping of these files is constitu-
tive of a database, stocked in the satellite and therefore
organized with due regard for the site chosen to be ob-
served. The condition of originality is duly fulfilled.
Golden Eye data are therefore protected as databases.
Because Golden Eye data are protected works, both intrin-
sically or as databases, the interception and distribution
of data with the express authorization of the author,
which is Openskey, are internationally illegal acts. The
state of Antipapadia violated all copyright protections
rendered to Golden Eye data and to Openskey as its
author, thereby transgressing international law.

B. In vielation of 'information law"

The denomination of "information law" encompasses the
liberty of information and regulations imposed by the
International Telecommunications Union.

Golden Eye data are not information in the sense of hu-
man rights principles. Human rights address the freedom
of expression and the liberty of information. In this case,
information is a social liberty comprising political, eco-
nomic, philosophical and cultural messages. Golden Eye
data are not messages in this sense. Rather, they are sig-
nals which are not exploitable and non comprehensible
until further treated. Because the intercepted Golden Eye
are not information, they are not protected by the liberty
of information.

Furthermore, the transmission of data from a satellite to
a ground station is technically a telecommunications
application, governed by telecommunications law. The
interception of data violated the rule governing privacy of
telecommunications. Principle III of the RS Principles
indicates that "(R)emote sensing activities shall be con-
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ducted in accordance with (...) the relevant instruments of
the ITU.” The Golden Eye data intercepted by Antipa-
padia were intended for the Papadian ground station and
not for Antipapadia's mobile ground station. The trans-
mission of these data constitutes a private communica-
tion between Golden Eye and the Papadian ground sta-
tion, in which Antipapadia interfered. Private communi-
cation is defined by the International Telecommunica-
tions Convention.”~ Antipapadia consciously eaves-
dropped on and intercepted this private communication,
which is a violation of the International Telecommunica-
tions Convention. This action underlines Antipapadia’s
bad faith and could be characterized as piracy of a private
communication.

The interception and public distribution of Golden Eye
data cannot benefit from a human rights label of liberty
of information. As it intercepted a telecommunications
application, the state of Antipapadia stands is violation
of the International Telecommunications Convention
governing private communications.

III. In intercepting and distributing Golden
Eye data, Antipapadia transgressed rules re-
lated to sovereignty

As initially defined by Max Huber'®, the principle of
sovereignty is at the base of all international relations.
The UN Charter recognizes this princigle which governs
all relations within the organization. * Rendering this
principle erga omnes in international public law, sover-
eign equality is a general principle of international law,
meaning that it is an explicit and direct source of positive
law'®, applicable independently of any conventional con-
firmation.

In intercepting and publicly distributing Golden Eye sig-
nals, the state of Antipapadia violated two corollary prin-
ciples to sovereignty: territorial integrity (A) and non
intervention in the affairs of another state (B).

A. In violation of territorial integrity

The principle of territorial integrity is enunciated in the
UN Charter’®, and repeated in several binding interna-
tional instruments.?’ Territorial integrity prohibits a
state's penetration of another state's territory without the
authorization of the second state.

Though it was established in the statement of facts that
none of the states mentioned have adopted UNCLOS 111,
the treaty itself is a codification of conventional prac-
tices. Practice demonstrates that territory includes, among
others, territorial waters.”! Furthermore, faced with the
issue maritime delimitation, the ICJ has always opted to
follow the model codified in the 1982 UNCLOS IIL*
Being a non signatory of UNCLOS III does not erase
borders, clearly customary as well as conventional, of
territorial seas.

The state of Antipapadia entered the acknowledged territo-
rial waters of its neighboring state Papadia and remained
in these waters to operate its mobile ground station with
a goal to intercept a private communication. The Antipa-
padian mobile ground station entered Papadia’s territorial
waters without authorization and without flying its flag
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to indicate its presence. This violation of territorial integ-
rity con moreover be interpreted as an act of piracy ac-
cording to customary law.

Moreover, the facts of the case illustrate that satellite
signals, while "switched off” to the Antipapadian ground
station, were available on the total coverage area of both
Papadia and Antipapadia, but downgraded. * The state of
Antipapadia was in no way forced to invade the territorial
waters of its neighbor, as the same downgraded signals
could have been received from Antipapadian territory, in
particular with its new mobile ground station. Any de
fence claiming that Antipapadia was forced to invade Pa-
padia is false, as the signals were available over the total
coverage zone and could be captured from any point in
this zone through Antipapadia's new mobile ground sta-
tion. This means that Antipapadia is unable to claim that
Jorce majeure conditions forced it to commit this interna-
tionally illegal act.

B. In violation of non intervention

The UN Charter illustrates clearly that a state is prohib-
ited from intervening, directly or indirectly, in the inter-
nal affairs of another state.”* Internal affairs are domains
tied to a state's exercise of sovereignty, including public
policy, choice of government and military affairs.

The state of Antipapadia intercepted and diffused informa-
tion regarding the military affairs of another state. Mili-
tary affairs, in particular military data, are customarily
considered to be part of a state's reserved domain, inti-
mately tied to a state's internal affairs. Clearly practicing
intervention through the distribution of Golden Eye data,
the state of Antipapadia violated an essential corollary to
sovereignty and a fundamental base of international law.

Extraneous as it may seem to discuss the preceding
points in the case of Openskey versus Antipapadia, there
exists nonetheless a rule of international positive law
which was violated. This violation illustrates the level of
illegality and bad faith to which the state of Antipapadia
was willing to proceed in. order to procure data not in-
tended for nor belonging to it.

IV. Antipapadia posed a threat to interna-
tional peace and security

A situation of tension between the neighboring states of
Papadia and Antipapadia was evaluated by the UN Secu-
rity Council and reported by the international press. The
Secretary General of the UN, following a request from
Papadia, used his diplomatic functions according to Arti-
cle 99 of UN Charter to avert the situation of crisis to
the UN Security Council

The UN Security Council acts on matters relating to
Chapter VII of the UN Charter: "Action With Respect to
Threats to the Peace, Breaches of the Peace, and Acts of
Aggression.” Article 24 of the UN Charter confers the
responsibility for the safeguard of international peace and
security to the Security Council.? The Papadia - Antipa-
padia Resolution is clearly taken under the auspices of
safeguarding international peace and security. Chapter VII
is not an auspice lightly used; only grave situations
threatening peace and security are considered. The fact the
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Secretary General and the Security Council acted on the
situation involving the states of Papadia and Antipapadia
demonstrates that a clear threat to international peace and
security did exist.

A. In transgression of the Security Council

Resolution

The Papadia - Antipapadia Security Council Resolution
requested both states to "refrain from any further contro-
versial actions in the disputed area and enter directl_y into
negotiations concerning the disputed sea area."”” The
state of Antipapadia did not refrain from two very contro-
versial actions, one of which was carried out in the dis-
puted territorial sea. The interception of data from Pa-
padia's territorial waters is clearly a controversial action
addressed by the resolution, as it involved an invasion
into Papadian territory. Antipapadia clearly undertook a
"controversial action(s) in the disputed area.” The second,
the public distribution of data, is clearly susceptible to
heighten the tensions between the two states.

Because the Resolution was taken in a situation addressed
by Article 24 of the UN Charter, it can be established
that the legal force of the resolution is drawn from Arti-
cle 25 of the UN Charter. Based on Article 25 of the UN
Charter, the Security Council is empowered to pass bind-
ing resolutions when acting within its domain of compe-
tence, which is the safeguard of international peace and
security.28 The state of Antipapadia, in intercepting and
distributing Golden Eye data, violated a binding resolu-
tion, which is a direct source of international law.

B. In transgression of maintaining peace

The conditions of Antipapadia's interception and diffusion
of militarily sensitive information regarding a state with
which it has tense relations constitute a provocation,
susceptible to foster a military escalation which could
result in an armed international conflict. A clear threat to
peace, prohibited by Article 2 of the UN Charter®®, can
be ascertained.

The preamble of the UN Charter confirms moreover that
all nations should "practice tolerance and live tougher in
peace with one another as good neighbors...." While the
preamble of an international treaty normally has a politi-
cal rather than legal value, the ICJ confirmed in the 1962
South West African Case that a preamble can have a le-
gal value in the interpretation of a text.’* In this case, the
UN Charter is a text which proposes peace rather than
conflict, good neighborliness rather than strife. The state
of Antipapadia breached this essential condition for peace
through its interception and distribution of Golden Eye
signals.

The state of Antipapadia carried out its actions of inter-
ception and distribution of Golden Eye data in flagrant
disrespect of international peace and security and in bad
faith. It in addition violated the sovereignty of another
state; such an invasion of cannot and should not be toler-
ated. International peace and security were clearly threat-
ened by the state of Antipapadia.

In conclusion, the clear violations of international law
committed by the state of Antipapadia have previously
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been characterized on various levels, including property
law, communication law, rules relative to sovereignty
and, most serious, in flagrant disrespect of the stability
that the international community collectively endeavors
to safeguard. An important issue remains to be addressed,
however. The state of Openskey suffered harm as a result
of these irresponsible and illegal acts undertaken by the
state of Antipapadia.

Question _la: Is Antipapadia liable to Openskey for
the loss of revenue suffered by Openskey due to the
switching off of the satellite signal while within the cov-
erage areas of the Papadia and Antipapadian ground sta-
tions?

The harm caused to the state of Openskey by the actions
undertaken by the state of Antipapadia can be character-
ized as financial harm. The state of Antipapadia know-
ingly engaged in internationally illicit acts in the inter-
ception and distribution of remote sensing data not in-
tended for it.

Openskey was entirely justified in switching-off Golden
Eye while within the coverage zones of both the Pa-
padian and Antipapadian ground stations (I). It is further
entitled to claim lost revenues (II). Finally, due to its
internationally illicit acts, Antipapadia is responsible for
all financial harm suffered (III).

I. The switch-off of Golden Eye while within
the coverage areas of the Papadian and Anti-
papadian ground stations is justified

To the state of Openskey, the threat to international
peace and security was clear. The first "switch-off" of
satellite signals, a "switch-off" intended solely for the
Antipapadian ground station and a recourse to which
Openskey was fully justified 3 proved insufficient to
ensure that Golden Eye data would not be used in a man-
ner detrimental to the international community. The state
of Antipapadia engaged nonetheless in dangerous and
risky activities, activities which could have led to mili-
tary escalation, activities which threatened international
peace and security. In requesting the switch-off Golden
Eye's signals to both ground stations, the state of Open-
skey ensured that the satellite data could not be used by
either state to harm the other.

Furthermore, Openskey is entitled to request a switch-off
of Golden Eye. Having jurisdiction and control over the
satellite in virtue of Article VIII of the OST, Openskey
can determine not only applicable law but what actions
to undertake. Openskey National Law on Space Activi-
ties permits it to control the activity of the satellite; the
switch-off is one such action.>” Finally, other commer-
cial remote sensing operators do not accept any liability
for the interruption of service.’> EOSAT, NASDA,
SPOT Image, ESA and Radarsat are prime examples.34
An analogy to the switch off of Golden Eye to both
ground stations can be drawn to the actions of SPOT
Image during the Persian Gulf Crisis of 1991. SPOT
Image normally practices a non discriminatory "open-
skies” policy, which has also been adopted by other re-
mote sensing systems. However, from August 8, 1990,
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the situation changed completely as a result of the Per-
sian Gulf Crisis. SPOT Image decided to no longer sell
data to any country of the Persian Gulf area and to re-
nounce the policy of "open skies”" such that a risk of
furnishing data that might compromise the situation
would be avoided. In essence, service was suspended to
the entire region of the Middle East. 3

Just as SPOT Image reacted on a crisis by suspending
service, Openskey felt that a complete switch-off of
Golden Eye was the best way to ensure the safety of the
region and protect the peaceful status quo.

II. Openskey is entitled to claim all lost
revenues

It is evident that the majority of lost revenue belongs to
Superview Inc. Openskey receives 10% of that revenue.
Two corollary principles enable the state of Openskey to
claim the entirety of lost revenues, Article VI of the OST
and diplomatic protection.

Article VI of the OST provides that "(s)tate parties to the
Treaty shall bear international responsibility for national
activities in outer space (...) whether such activities are
carried on by governmental agencies or non-governmental
entities (...) The activities of non-governmental entities
in outer space (...) shall require authorization and super-
vision by the appropriate State Party to the Treaty.” The
state of Openskey bears international responsibility for
the activities of Golden Eye, As the bearer of interna-
tional responsibility, the state of Openskey must be pre-
pared to represent Superview Inc. in international fora
such as this one, where only state parties may present
their disputes.36 The case of Openskey versus Antipa-
padia implies the actions undertaken by both the state of
Openskey and a judicial person of Openskey. Because a
judicial person of Openskey can be represented only by
the state of Openskey before the ICJ, the state of Open-
skey, bearing international responsibility for its space
activities, is entitled to represent Superview Inc.'s inter-
ests, which are ultimately those of Openskey, before the
Court.

Furthermore, the state of Openskey is exercising its dip-
lomatic protection over Superview Inc. The criteria for
establishing diplomatic protectlon are flexible, as deter-
mined by the ICJ in 19707 The Court insisted that a
clear connection must be drawn between the corporate
entity and the state exercising diplomatic protection over
it. In the domain of space activities, actors are varied and
their activities are carried out predominantly in territory
not subject to appropriation.”” Therefore, diplomatic
protection can be more difficult to establish. Superview
Inc. is licensed by the state of Openskey to carry out
space activities, and is a confirmed judicial person of this
state according to Openskey national law.”” While it is
true that Superview Inc. is not incorporated in Openskey,
it does have its headquarters in Openskey. Superview
Inc.'s shareholders are all over the world, as is the case
with many multinational companies. This said, the satel-
lite Golden Eye was exported to the state of Openskey
through the intermediary of Superview Inc. All space
activities of Golden Eye, carried out by Superview Inc.,

470

must be approved by the state of Openskey.w Article
VIII of the OST sheds further light on the connection
between the private entity and the State, as it established
Openskey's jurisdiction and control over Golden Eye.
These lost revenues incurred due to the switch off of the
satellite affect both ‘an Openskey judicial person, Super-
view Inc., and the state of Openskey. Based on these
strong connections, in particular the fact that Openskey
exercises control and jurisdiction over the satellite itself
indicates that the state of Openskey is entitled to exercise
diplomatic protection over Superview Inc., and claim all

revenues lost by both the state and its judicial person.

III. Antipapadia is responsible for all finan-
cial harm suffered .

Both the ICJ and the PCIJ have had experience with this
type of question. A state's international responsibility is
implied if an internationally illegal action has been
committed and is attributable to a state. A harm must
then have been suffered. Finally, there must be a link
between the illicit act and the harm suffered.*"

The loss of revenue for which Antipapadia is responsible
is the revenue gained by Superview Inc. from the sale of
sensed data to both Papadia and Antipapadia. Antipapadia
is responsible for the total switch-off of Golden Eye
while over coverage zone of both states, in light of its
gross violations of international law in the interception
and distribution of Golden Eye signals not intended for it.
The illegal actions of the state of Antipapadia engendered
this switch-off, which was undertaken in the interest of
international peace and security, but created a loss of im-
portant revenues.

The international illicit acts committed by Antipapadia
were the interception and public distribution of Golden
Eye data not intended for it. This act included invasion of
another state's territorial waters. Illegality, of course,
proposes two qualifying factors which would exonerate
the state from its responsibility; force majeure and le-
gitimate counter measure. As neither qualification is ap-
plicable to Antipapadia's action, it can therefore be estab-
lished that an international illegal act was committed by
Antipapadia.

The interception and distribution of data is directly attrib-
uted to the Government of Antipapadia. It purchased the
mobile ground station and undertook to intercept signals
from Papadia's territorial waters. The Government of
Antipapadia also distributed the data to the international
press for publication.

As a result of the international illegal acts commmed by
the state of Antipapadia, Openskey was obliged to switch
off the Golden Eye while over the coverage area of both
states, such that Antipapadia would not reproduce such an
action. The clear link between the illegal act and the
harm suffered can be determined.

From the moment Superview Inc. complied with the
order to switch off Golden Eye, Superview Inc. and the
state of Openskey; lost revenue. It is undeniable that the
link between Antipapadia's illicit act and the loss of
revenue exists. Financial harm was and continues to be
suffered by Superview Inc. and Openskey as long as
Golden Eye remains switched off, meaning until the time
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the two states resolve their territorial dispute.

The state of Antipapadia is responsible for the all loss of
revenue suffered by Openskey. The obligation of repara-
tion of violations is automatic in character and confirmed
in international law by the PCIJ in its decision of Sep-
tember 13, 1928 regarding the Chorzow Factory.
"Reparation must, as far as possible, wipe out all conse-
quences of the illegal act and re-establish the situation
which would in all probability have existed if that act had
not been committed.”** The principle of restituo in inte-
grum must be applied to this situation, and the state of
Antipapadia is responsible for all loss of revenue suffered
by Openskey as a result of the switch-off.

Question 1b: Should Antipapadia stop making this
information public and destroy or return to Openskey all
data received?

The data should no longer be exploited

Continuing with the idea of restituo in integrum, the
situation will not be entirely restored by the sole reim-
bursement of lost revenue due to the switch-off of the
satellite signals. Antipapadia's illicit acts imply further
harm caused and therefore reparations to be made. What is
important in this case is that the data are no longer ex-
ploited, and can therefore cause no more harm. The best
guarantee of this is to destroy these data. As this can be
an expensive undertaking, Openskey proposes two op-
tions. In the first, Openskey offers its services to help
Antipapadia destroy these data. If this is not acceptable,

Openskey will accept the return of the data and the good -

faith of Antipapadia that no copies have been made.
Openskey will then undertake to destroy the data with its
OWN means.

Question _2: Did Openskey violate international law
by "switching-off”" Golden Eye while it was within the
coverage of the Antipapadian ground station?

The state of Openskey acted within its legal rights and
responsibilities in requesting Superview Inc. to "switch-
off" satellite signals intended for the state of Antipapadia.
The action is entirely justified by the scope of the Open-
skey National Law on Space Activities and international
law. It was taken in the interests of national and interna-
tional security.

While a satellite such as Golden Eye can be "switched-
off" to one country and continue to deliver signals to
another even when the two countries are in as close prox-
imity as Antipapadia and Papadia, this is not the case in
the present situation. The Golden Eye coverage area or
satellite footprint covers both countries, which is why
satellite signals were available over the entire coverage
area, even after the "switch-off".** The "switch-off" of
satellite signals intended for the Antiapapadian ground
station was actually a severe downgrading of data rather
than a complete "black out” as the term may suggest.
The data were downgraded enough such that Antipapadia,
with its technically infer ground station, could no longer
receive them. However, the more advanced the ground
station, the higher the likelihood of reception. Therefore,
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the term "switch-off” is here employed to mean a severe
downgrading such that Antipapadia did not receive signals
with its ground station. Once Antipapadia did buy a state
of the art mobile ground station, it should have able to
receive these severely downgraded data from any point in
the coverage area, and did from Papadia's territory.
Whether in Papadian or Antipapadian territory, the sig-
nals were equally downgraded.

Openskey did not violate international law in the
"switch-off" of satellite signals intended for the Antipa-
padian ground station. First, agreements passed author-
ized the present this severe downgrading resulting in what
seemed to be a "switch-off". (I). Second, Openskey de-
clines all liability regarding the quality and continuity of
data (I1). Finally, the principles of access to data must be
balanced by security imperatives (III). Openskey did,
however, practice equal treatment to both countries by
downgrading the entirety of data available on the whole
coverage area to the same extent.

I. Openskey had the right to "switch-off" the
satellite signals _

Openskey was entitled to downgrade data in virtue of
agreements passed. Downgrading in virtue of national
security is a common practice. Further, the application of
such clauses were necessitated by the situation.
Concerning the practice of downgrading, it is common
one among commercial remote sensing systems, and
downgrading is not a practice contrary to international
law. Rather it protects all of the actors involved in com-
mercial remote sensing, in particular the observed state.
For example, the Draft Agreement Between the United
States National Oceanic and Atmospheric Administration
and the European Organization for the Exploitation of
Meteorological Satellites on An Initial Joint Polar-
Orbiting Operational Satellite Systems, updated on Sep-
tember 26, 1995 includes a provision permitting the
downgrading of data in the interest of international secu-
rity.4 In addition, in the GPS system, downgrading is a
common and accepted practice.

The provision regarding the downgrading of data on the
request of Openskey, in full conformity with common
and accepted industry practices, is a part of the agreement
between Superview Inc. and Antipapadia.‘“S Furthermore,
this action was undertaken after discussions with Star-
stripe. Starstripe also had the right to request a downgrad-
ing of data in furtherance of its national security inter-
ests. This provision was included the the licence to Gold-
star to export Golden Eye to Openskey. It in addition was
included in the licence between Openskey and Superview
Inc,, and was in turn integrated into the agreement be-
tween Antipapadia and Superview Inc. Therefore, Antipa-
padia was fully aware of the possibility of downgrading
and who could request it.*

Furthermore, Article VIII of the OST gives the state of
Openskey jurisdiction and control over the satellite.
Openskey determines the law and actions applicable to
the satellite. Downgrading was an action undertaken by
Openskey falling within its entire jurisdiction.
Concerning the application of these clauses, implications
related to national security cannot be avoided in a transac-
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tion involving the sale of remote sensing data of between
1 and 5 meter resolution. Compared to existing remote
sensing systems, this VHR data is very precise and could
reveal much more than is intended. All countries have the
right to define and protect their national security accord-
ing to the current geopolitical situation. National secu-
rity imperatives are defined by a state and do not necessi-
tate justification, confirmed by the spirit of the UN Char-
ter, Article 2, paragraph 7. The elaboration of a state's
national security imperatives falls within the competence
of that state and only that state.

Furthermore, Openskey acted in the interest of interna-
tional security. An international situation of crisis was
established by the UN Security Council Resolution, and
the international community obviously had an interest in
the peaceful resolution of the conflict. As a recognized
state of international crisis, the state of Openskey had an
interest in "switching-off" the satellite signals intended
for the Antipapadian ground station in response to the
situation and for the benefit of peace.

The state of Openskey, after discussions with Starstripe,
decided to downgrade data severely enough such that the
technically inferior ground station would not receive data,
while the advanced station would continue to do so. The
data were equally downgraded for both Antipapadia and
Papadia. In doing this, Openskey was able to play an
active role in maintaining international peace and security
while also providing non discriminatory service to both
countries. Therefore, Openskey practiced equal treatment
of its clients.

If Starstripe requested the downgrading, which it had the
right to do, Openskey acted in good faith towards its ob-
ligations to Starstripe. Because Openskey respected inter-
national law, acted in good faith and within its clear
rights regarding all of its agreements, it is not in any
violation of international law.

II. Openskey declines all liability
continuity and quality of the data
Most commercial and experimental remote sensing sys-
tems accept no responsibility for a temporary interrup-
tion of services, nor for the quality of data upon reaching
the ground station. EOSAT, ESA, SPOT and NASDA
contracts do not provide warranties of continuity of the
satellite service or quality of data.*® The practice of these
four prominent operators, originating in various parts of
the world, emphasizes a regular practice in development
in the field of remote sensing. The practice underlines an
evolving custom in the field. It emanates from the prac-
tices of states or actors most interested.*> Remote sens-
ing is a rapidly evolving field, and legal practices develop
quickly as temporal aspect is sped up. The four remote
sensing systems cited above use the same provisions
regarding the exclusion of their liability concerning the
quality and continuity of data.

Based on the developing contractual practice in the field
of remote sensing, the state of Openskey is not responsi-
ble for ensuring the continuity of service to the Antipa-
padian ground station.

regarding

III. Access to data must be balanced by secu-
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rity imperatives

The 1986 RS Principles enunciate in Principle XII the
concept of access to data. "As soon as the primary data
and the processed data concerning the territory under its
jurisdiction are produced, the sensed State shall have ac-
cess to them on a non-discriminatory basis and on rea-
sonable cost terms.” The state of Openskey fully believes
in the goals of the RS Principles.

The RS Principles are a code of standard behavior in the
remote sensing industry. The General Assembly resolu-
tion 47/68, after years of work within the UN Subcom-
mittee on the Peaceful Uses of Outer Space, was taken in
the spirit of promoting a global remote sensing commu-
nity between observers and the observed. From a legal
perspective, the resolution was taken in virtue of article
10 of the UN Charter, which authorizes the General As-
sembly to pass simple recommendations without any
binding legal value. The fact that the resolution was
adopted by consensus does not render to them the required
opino juris necessary to create customary law. Moreover,
the Resolution was subject to unilateral declarations of
states particularly interested’”. These declarations cer-
tainly subtract from any possible opinio juris. While
many of the Principles annexed to the resolution are re-
peated in binding international legal instruments such as
the OST, making them obligatory in virtue of their con-
ventional confirmation, Principle XII regarding access to
data has not yet been subject to conventional or other
confirmation, which would bring it into the scope of
applicable law. In addition, no customary practice has
confirmed the principle of access to data in a commercial
situation such as the one in the case of Openskey v. An-
tipapadia. Therefore, Openskey is not bound by Principle
XI1I of the RS Principles, providing for immediate access
to data regarding territory under Antipapadia's jurisdic-
tion. The Principle in question does not have a conven-
tional or customary confirmation which would transform
it to an source of binding international law. While it is
true that in the domain of meteorology, a strong empha-
sis is placed on the immediate access to data in virtue of
the involvement of the WMO. However, the present case
deals with a purely commercial situation excluding the
involvement of the WMO.

Furthermore, until the situation of peace and security was
aggravated, the state of Openskey through Superview Inc.
practiced complete access to data. While the RS Princi-
ples undertake to protect the rights of the sensed state by
providing immediate access to data, the spirit of the reso-
lution is t0 promote peace, management of natural re-
sources, the protection of the Earth's natural environment
and the protection of mankind from natural disasters.
This recalls in addition the spirit guiding the 1967 OST.

Based on the foregoing, the state of Openskey did not
violate international law in requesting the "switch-off" of
satellite signals intended for the Antipapadian ground
station. Rather, Openskey acted in conformity with its
own national legislation, developing contractual prac-
tices, and attempted to safeguard international peace and
security. Most importantly, Openskey acted in good
faith, offering non discriminatory treatment to both cli-
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ents and respecting its international obligations. Rather
than violating international law, Openskey opted to take
an active role in safeguarding international peace and se-
curity. :

Question 3: Did Openskey violate international law
by delivering to Antipapadia a ground station with hard-
ware and software technically inferior to that purchased
by and used in the Papadian ground station?

In the facts of the case it is very clear that Antipapadia,
"...was only able to purchase much less advanced hard-
ware and software for processing the VHR data." This is
as a result of Antipapadia's limited economic resources
and therefore limited access to space technology. Papadia
"purchased from Openskey the latest technology and
software for processing the data." (Emphasis added) Both
countries clearly purchased the equipment they received.
Furthermore, Antipapadia was fully aware that the ground
station purchased by it was technically inferior to that of
Papadia. !

Incidentally, when Antipapadia purchased a ground sta-
tion from the state of Openskey, it did not have the fi-
nancial resources to afford a technologically advanced
ground station. However, when it seemed to Antipapadia
that a new state of the art mobile ground station was
necessary, it procured the resources, which could be con-
strued as an action undertaken in bad faith.

Openskey clearly did not violate international law in de-
livering to Antipapadia a technologically inferior ground

station. It respected the inherent laws of commercial free-

doms (I) and acted in conformity with the law governing
the international sale of goods (II). Finally, any claimed
right to development does not create any legal obliga-
tions for the state of Openskey (III).

I. Openskey respected the inherent laws of
commercial freedom

"Thus the basic law of the open market may prevail:
those who cannot pay cannot buy."”~ Though it is true
that developing countries are at a disadvantage regarding
international commerce, the basic rules of commercial
freedoms cannot be ignored.

Considering the thesis of commercial freedom, all states
have the right to engage in international commerce on a
non-discriminatory basis. This means that all states en-
gage in international commerce based on the same rules,
without favoritism or bias. For example, the recent WTO
Agreement contains_a provision addressing the most fa-
vored nation status.’> All states must accord a most fa-
vored nation status to any state with which it engages
commerce if the same status is given to another state for
the same product, meaning that non-discriminatory
treatment must be practiced universally. The state of
Openskey delivered to Antipapadia a ground station
within its economic means and corresponding to its
needs. The goods were according to the needs it was
meant to serve, were delivered as agreed and followed the
law of commercial freedom.

Openskey offered both Papadia and Antipapadia equal
treatment. Both obtained that which they could afford,
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without favoritism or bias shown to either. Moreover,
the ground station seemed to function properly. Sinkbet-
ter Inc., based on data gathered through the Antipapadian
ground station, was able to begin an oil search in the
same general area as that of Drillwell. Inc. 4

It is further important to understand that data directly
from Golden Eye is raw data. They must be processed to
produce usable information. As Sinkbetter Inc. based
their search on raw data gathered through the Antipa-
padian ground station, it had to further process the data to
locate oil resources. The data could have been further
processed through Sinkbetter Inc.'s materials to render
maps indicating where oil resources may be located.
Therefore, Sinkbetter Inc.'s data processing materials play
a role in the outcome of the final information used to
locate oil resources.

The state of Openskey was and continues to be very in-
terested in including a growing number of countries, re-
gardless of their economic development, into the remote
sensing community, of its own volition and in virtue of
Article 1 of the OST. It is for this reason that Openskey
initially contracted with Antipapadia through its interme-
diary of Superview Inc. However, the state of Openskey
follows both the rules governing international contracts
and those covering commercial freedom. The fact that
Papadia was able to purchase more advanced materials
does not engender a breach of law on Openskey's part.
The fact that it had the financial means, regardless of its
source, does not oblige Openskey to make financial or
pricing concessions for Antipapadia because it is unable
to purchase the same materials as its neighbor.

II. Openskey acted in conformity with law
governing the international sale of goods
Almost all nations of the world have signed the UN
Convention on Contracts for the International Sale of
Goods of April 11, 1980. Because the parties to this case
have adopted all relevant- international treaties except
UNCLOS III, it can be assumed that both are party to
this treaty. Chapter II of the Treaty details the obliga-
tions of the seller, with which the state of Openskey
acted in complete conformity, including fitness for a par-
ticular purpose. Article 35 indicates that the seller "must
deliver the goods which are of the quantity, quatity and
description required by the contract..." Antipapadia was
aware that, due to its limited financial resources, it was
purchasing a ground station of lower technological stan-
dards than that purchased by Papadia. The quality of the
ground station was expressly made known to the state of
Antipapadia when purchasing it.”> The goods, the hard-
ware and software to process the data, were conform to
that which was agreed.

Furthermore, regarding fitness for a particular purpose,
the ground station delivered to Antipapadia is capable of
receiving the majority of Golden Eye data. The goods
were then conform to the contract because they were fit
for the purpose of collection and processing of remote
sensing data, in accordance with Article 35, paragraph 2
(b) of the UN Convention on Contracts for the Interna-
tional Sale of Goods.”® Antipapadia, fully aware of its
economic situation, should have recognized that the



This article from International Institute of Space Law is published by Eleven international publishing and made available to anonieme bezoeker

ground station it purchased with limited economic means
would not have extended capabilities.

III. The right to development does not create
obligations for Openskey

Principles II, V, VI, VII and VII of the RS principles
mention the idea of cooperation and consideration of the
limitations, both economic and technical, of developing
countries. These principles, important to the develop-
ment of a global remote sensing community, are goals
rather than binding legal principles. The RS Principles,
by themselves, dictate no more than a code of good prac-
tice. The state of Openskey is dedicated to realizing the
goals enunciated in the RS Principles. However, these
ends do not justify the creation of obligations on the part
of Openskey regarding the ground station.

The New International Economic Order tried to integrate
the right to development into positive international law.
However, the principle of the right to ‘development has
been resigned to simple UN General Assembly recom-
mendations, which posses no binding legal value in vir-
te of Article 10 of the UN Charter.’

Most importantly, the right to development, to which all
states are entitled, exists in itself, and Openskey con-
cluded agreements with Antipapadia and Papadia to foster
their development in the remote sensing industry. How-
ever, this right does not create any legal ramifications
such as obligations to provide discriminatory service or
favorable pricing structures. The right to development
does not oblige Openskey to sell materials at an advanta-
geous price. Both Papadia and Antipapadia purchased
ground stations which they could afford, neither benefit-
ting from special treatment from the state of Openskey.
Openskey once again acted in good faith by providing
non discriminatory access to space technology.

Therefore, any claim of a right to development which
creates obligations towards Openskey is not founded.
Moreover, Antipapadia was well able to afford a state of
the art mobile ground station during the course of events.
Any plea that Openskey did not respect supposed obliga-
tions derived from the right to development would only
underline Antipapadia's bad faith, as it did purchase an
advanced ground station soon after.

In conclusion, Openskey supports all efforts of all coun-
tries to enter the remote sensing community and reap the
benefits thereof. However, the state of Openskey prac-
tices non discriminatory treatment, whether in the sale of
goods or data. It respected the inherent laws of commer-
cial freedom and obeyed the law governing the interna-
tional sale of goods. Finally, it is clear that the right to
development does not create any obligations towards
Openskey. A technically inferior ground station is the
result of Antipapadia's lack of economic means, and in
no way a sign of Openskey's violation of international
law. '

Question 4: Did Openskey violate international law
by the intentional downgrading and unintentional trans-
Jormation of Golden Eye data transmitted to Antipapadia?
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The state of Openskey in no way violated international
law in the downgrading and unintentional transformation
of Golden Eye data transmitted to Antipapadia. Openskey
had the right to request the downgrading of data, as
clauses relative to national security are applicable (I).
Furthermore, current remote sensing practices demon-
strate that a satellite operator is not responsible for the
quality of data (II). Openskey's good faith, reflected in its
actions throughout, is clear in its claim that the data were
unintentionally transformed (IIT).

I. Clauses relative to national
applicable

According to the facts of the case, "(A)greements were
concluded between Superview and the governments of
Papadia and Antipapadia. (...) Both agreements refer to
the conditions of the license of Superview Inc. as an in-
tegral part of the agreement. (...) (I)n the license of Gold-
star to export Golden Eye to Openskey, a provision was
included which gave Starstripe the right to demand a
downgrading of the data in furtherance of the national
security interests of Starstripe. This provision was also
included in the license from Openskey to Superview,
Inc.>? (Emphasis added) Both agreements, between Su-
perview Inc. and Papadia and that between Superview Inc.
and Antipapadia integrated Superview Inc.'s conditions of
license. These conditions of license include a provision
permitting Starstripe to request the downgrading of data
in furtherance of its national security. Antipapadia's ac-
ceptation of such a provision is reflected in its approval
of the agreements to receive remote sensing data directly
from Golden Eye. Both Papadia and Antipapadia were
aware and agreed that Starstripe could request a downgrad-
ing of data in furtherance of its own national security
interests.

Furthermore, Openskey also had the right to demand a
downgrading of data in furtherance of its national security
concerns.”” This provision was included in the license
between Openskey and Superview Inc., and therefore in-
tegrated in the agreement between Superview Inc. and
Antipapadia. _

Whether the downgrading was requested by Openskey or
by Starstripe, both had the right to request it. Further-
more, Antipapadia was aware that both states could re-
quest the downgrading of data.

The Government of Openskey, on its own or on the
prompting of Starstripe, obviously felt that data intended
for the Antipapadian ground station should be down-
graded. One reason is the security issues which may have
arisen. All states have the right to determine their secu-
rity imperatives, and the state of Openskey determined
that remote sensing data intended for the Antipapadian
ground station should be downgraded. National security
interests do not need to be justified by disclosing them.
Rather, national security imperatives are the competence
of a state's reserved domain. Suffice it to say that Open-
skey and Starstripe felt their national security threatened
by the situation brewing in the region. The issues in
contention are whether Openskey first had the right to
request the downgrading of data, and if the request was
justified. The answer to both is yes. The agreement

security are
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passed between Superview Inc. and Antipapadia permits
the states of Openskey and Starstripe to downgrade data
in furtherance of their national security interests. Antipa-
padia, in signing the agreement, agreed to and was aware
of this provision.

II. Remote sensing data are not guaranteed to
be accurate
Downgrading is a common practice in the remote sensing
industry, just as well in the case of a specific country as
to all ground stations served by the remote sensing sys-
tem. Major remote sensing operators internationally en-
ga&e in the practice, as was detailed above in question
Moreover, the pracuce has been confirmed by legal
practioners in the field.®
Due to its evolutionary state, remote sensing data are
generally not guaranteed to be accurate. Moreover,
EOSAT, SPOT Image, NASDA, ESA and Radarsat do
not provide warranties of data accuracy or of suitability of
imagery or data for any use. Further, they do not guaran-
tee the quality of the data.®” Because the contract between
Superview Inc. and Antipapadia is one of commercial
exploitation of remote sensing data, an analogous situa-
tion can be discerned in the current practice of SPOT
Image, a private French commercial remote sensing sys-
tem. SPOT Image sells remote sensing data obtained by
SPOT satellites and processed through their ground sta-
tions. In the delivery of remote sensing data to a ground
station, certain risks are present. SPOT Image denies any
obligation of resuit. SPOT Image adopts a policy of
"best efforts,” meaning that it engages to make the best
effort to ensure the intended product. However, it as-
sumes no responsibility for the end product or accuracy
of data arriving in the hands of a client.®
In the case of Openskey versus Antipapadia, Superview
Inc. sells remote sensing data to Antipapadia who proc-
esses the data through a ground station purchased from
Openskey for the technical assistance is carried out by
Superview Inc. Adopting this current practice, the state
of Openskey made its "best efforts” to deliver accurate
data 1o Antipapadia. The transformation of data, uninten-
tional as it was, is a natural risk of the industry, and a
risk for which Openskey declines all responsibility.
Therefore, the state of Openskey in no way violated in-
ternational law in the unintentional transformation of
data, rather it followed the general practice of commercial
remote sensing organizations.

III. Remote sensing activities were carried out
in good faith

Good faith is a general principle of international public
law. According to Article 26 of the 1969 Vienna Con-
vention, "(E)very treaty in force is binding upon the par-
ties to it and must be performed by them in good faith.”
In including this article in the Vienna Convention, the
Commission for International Law underlined that this
article emphasizes the fundamental principle of the law of
treaties. In addition to the Vienna Convention, the UN
Charter further establishes the principle of good faith®*
and Article 7 of the UN Convention on Contracts for the
International Sale of Goods of April 11 1980 addresses
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good faith.** The execution in good faith and the respect
of pacta sunt servanda are linked and constitute two com-
plementary aspects of the same principle.

In commercial relations, good faith means that engage-
ments are undertaken and carried out without ruse, fraud,
infringement on law and loyalty to the engagements
taken. Regarding the transformation of some remote
sensing data, the state of Openskey was unaware that the
downgrading of data would cause such a transformation.
Had it been aware, this state would have remedied the
situation immediately. The downgrading of data, as with
all actions carried out by Openskey, was undertaken in
good faith.

Because the state of Openskey did carry out its remote
sensing activities in good faith, it cannot be held respon-
sible for the unintentional transformation of data. Re-
mote sensing, in particular with a satellite with Golden
Eye's capabilities, is a very new field, and it is often dif-
ficult to predict the nature of problems which may occur
in the collection and transmission of data.

Because the remote sensing activities, including the
downgrading of data, were carried out in good faith and
with no intention to deliver misrepresented data, the state
of Openskey is not responsible for the unintentional
transformation of some data.

Based on the foregoing arguments, the state of Openskey
did not violate international law in the intentional down-
grading unintentional transformation of Golden Eye data
transmitted to Antipapadia. Openskey had the full right
to downgrade data and was justified in doing so. Open-
skey further follows accepted commercial practices in the
industry in not guaranteeing the quality, continuity or
fitness of the data for any particular purpose. Finally, the
downgrading, just as all of Openskey's actions, was un-
dertaken in good faith.

Question 4a: Is Openskey liable for costs incurred by
Antipapadia in the unsuccessful oil research?

No claim implicating Openskey's responsibil-
ity is valid

When determining an issue of liability, it is necessary to
juxtapose the conditions for reparations of damage with
the facts. The PCIJ, in its decision of September 13,
1928 regarding the Chorzow Factory Case, and the ICJ,
in its decision of February 5, 1970 regarding Barcelona
Traction, confirmed the three conditions necessary for the
reparation of damages. First an international illegal act
must be ascertained. Second, the illegal act must be at-
tributable 10 a state. Third, a clear link between the illicit
acts and harm suffered must be discerned.

In this situation, the unification of these three conditions
cannot be established. The state of Openskey was fully
within its rights to request the downgrading of the data
intended for the Antipapadian ground station. As for the
unintentional transformation of some data, remote sens-
ing data is not guaranteed accuracy according to current
commercial remote sensing practices; it is not responsi-
ble for an unintentional transformation of data.. In addi-
tion, Openskey acted in good faith. It is clear that no
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internationally illegal act was committed. The most im-
portant condition for the reparation of damages is not
fulfilled. Without the unification of the three conditions,
revenues lost in virtue of Openskey's actions cannot be
claimed.

Moreover, returning to the analogy previously drawn
between SPOT Image and Superview Inc., SPOT con-
tracts, as well as those of EOSAT, NASDA, ESA and
Radarsat, explicitly deny the data's fitness for any particu-
lar purpose or type of research. Furthermore, SPOT con-
tracts absolve it of any liability as a result of losses or
damages based the utilization of data. Finally, the re-
ceiver of the data waives its right to any recourse against
the data provider in the case of losses or damages.® Simi-
larly, Superview Inc. does not guaranty the data’s fitness
for any purpose, in this case, the identification of Anti-
papadian oil resources. It therefore cannot be held liable
for any losses or damages based on the exploitation of
remote sensing data. Moreover, the state of Antipapadia
is not justified in claiming any losses or damages, as it
waived its right to do so in signing an agreement with
Superview Inc.

Moreover, it is important to keep in mind that remote
sensing raw data are not exploitable until processed. In
order to locate oil resources, Sinkbetter Inc. may have
processed some of the data with their cartographic materi-
als. Some processing may have been carried out by it in
order to cater the Golden Eye data to their specific goal.
Sinkbetter Inc.'s materials may have played a role in the
transformation of data, and should be looked into further.
The state of Openskey is not liable for any costs incurred
by the state of Antipapadia in the unsuccessful explora-
tory research. Furthermore, the state of Antipapadia is
not entitled to claim these damages suffered due to
Golden Eye data.

Question 4b: Should Openskey compensate Antipa-

padia for the loss of expected oil revenues suffered by
Antipapadia?

Hypothetical revenues are not the responsibil-
ity of Openskey

Antipapadia's future oil revenues are purely hypothetical
revenues. The only oil field found thus far is located en-
tirely in the disputed territorial se€a between Papadia and
Antipapadia. This oil field may not belong to the state of
Antipapadia; this question can be answered only after
negotiations are undertaken by both states to resolve their
territorial disputes. :

Given that the state of Openskey is absolved of any re-
sponsibility regarding the downgrading and unintentional
transformation of some data, it does not accept any re-
sponsibility for any hypothetical future revenues which
may or may not be attributed to the state of Antipapadia.
Furthermore, Superview Inc. cannot be held responsible
for these hypothetical future losses suffered due to remote
sensing data, according to current commercial remote
sensing practice. Finally, before considering future reve-
nues and damages that may be claimed thereof, the state
of Antipapadia must resolve its territorial dispute with
Papadia, as was requested in the UN Security Council
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Resolution.

The state of Openskey is in no way responsible or liable
for any loss or hypothetical loss, either from unsuccess-
ful exploratory drilling nor from expected oil revenues.

SUBMISS S TO COURT

For the foregoing reasons, the Government of Openskey,
Applicant, respectfully requests the Court to adjudge and
declare that:

1. The state of Antipapadia violated international law in
intercepting and publicly distributing Golden Eye data:

a. the state of Openskey exercises jurisdiction and control
over Golden Eye;

b. copyright provisions are applicable to Golden Eye
data;

c. the state of Antipapadia transgressed principles of sov-
ereignty,

d. the state of Antipapadia posed a threat to international
peace and security.

In consequence, Antipapadia is responsible to Openskey
for all lost revenues due to the switch-off of Golden Eye
while over the coverage area of the Papadian and Antipa-
padian ground station:

a. the switch-off of Golden Eye is justified;

b. the state of Openskey is entitled to claim lost reve-
nues;

c. the state of Antipapadia is responsible for all financial
harm suffered.

The intercepted Golden Eye data should no longer be ex-
ploitable.

2. The state of Openskey did not violate international law
by "switching-off" Golden Eye signals intended for the
Antipapadian ground station:

a. the state of Openskey had the right to "switch-off"
Golden Eye signals intended for the Antipapadian ground
station; _

b. the state of Openskey declines all liability for the con-
tinuity and quality of data;

c. access to data must be balanced by international peace
and security imperatives.

3. The state of Openskey did not violate international law
by the delivering a ground station with hardware and
software technically inferior to that purchased by and used
in the Papadian ground station:

a. the state of Openskey respected the inherent laws of
commercial freedom,;

b. the state of Openskey acted in conformity with the law
governing the international sale of goods;

c. the right to development does not create obligations
for the state of Openskey.

4. The state of Openskey did not violate international law
by the intentional downgrading and unintentional trans-
formation of Golden Eye data transmitted to Antipapadia:
a. clauses relative to national security are applicable;

b. remote sensing data are not guaranteed to be accurate;
¢. remote sensing activities were carried out in good
faith.

Therefore, no claims implicating the state of Openskey's
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responsibility are valid, and any hypothetical future oil
revenues are not the responsibility of the state of Open-
skey.
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B. MEMORIAL FOR ANTIPAPADIA

AGENTS
Christina Benson & Scott Syfert

ARGUMENT

I. Antipapadia did not violate international
law either by intercepting or publicly distrib-
uting the signals of Golden Eye.

In the case before the Court, Antipapadia is accused
of two separate wrongful acts. First, Openskey asks this
Court to find that Antipapadia violated international law
by intercepting the satellite transmissions of Golden
Eye.! Secondly, Openskey asks this Court to hold that
“publicly distributing the signals of Golden Eye” violated
international law.2 ~ We will discuss each claim in
wturn.

A. Antipapadia’s Violation of Papadia’s_Territorial
Sovereignty Was Justified,

1. Openskey lacks standing to assert the
breach of Papadia’s territorial sovereignty.

As a threshold issue, Openskey has no standing to
independently assert the violation of Papadia’s sover-
eignty. Generally, states are liable for breaches of an
international obligation that directly injure another state.3
But further, as this Court discussed in Barcelona Trac-
tion* and the East Timor Case’ there is a subclass of
obligations towards the international commu nity as a
whole. These erga omnes obligations include acts of
aggression, genocide, slavery, and certain other basic
human rights, and confer standing upon any nation as-
serting they have been violated. Territorial jurisdiction
has never been held by this Court to be such an obliga-
tion, nor is such standing conferred by any of the treaties
Antipapadia has signed. Ergo, Openskey has no standing
to raise the issue of breach of Papadia’s territorial sover-
eignty.

2.Antipapadia’s incursion into Papadia’s
territory is excusable as a proportional action
taken in self-defense.

Antipapadia concedes that she did enter the territorial
waters of Papadia in order to obtain the satellite photo-
graphs that provide proof of Papadia’s military buildup.
However, these actions were justified under international
law. Antipapadia’s actions were a proportional response
for the purpose of self-defense. The right of self-defense
is one of the oldest principles of customary international
law. The right existed prior to the U.N. Charter® but
was reaffirmed under Article 51, which states that
“nothing in the present Charter shall impair the inherent
right of individual or collective self-defense.”””  Most
publicists agree that the Charter did not eliminate the
right of anticipatory self-defense, in spite of the reference
to “armed attack” in Article 51.8 Ian Brownlie, for ex-
ample, points out that Article 51 does not “impair” the
existing customary right of self-defense.® Indeed, main-
taining peace and security in an age of weapons of mass
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destruction requires nations to anticipate threats and to act
accordingly.10

Any action taken in self-defense must meet the fol-
lowing requirements: (1) it may be used only in vindica-
tion of a denied right against States that have breached
international law;!! (2) there must be a serious and im-
minent danger to the essential rights of the state taking
action in self-defense;!2 and (3) the action taken must be
proportional to the danger at hand.!3 These requirements,
elucidated in the Caroline Case,14 are generally referred to
as the principles of necessity and proportionality.15
Thus, the concept of self-defense rests on the notion of
protection, rather than punishment or revenge. 16

3. Antipapadia’s actions were both neces-
sary & proportional.

Antipapadia’s actions were justified under interna-
tional law. First, Antipapadia reasonably believed her
actions were necessary to protect herself from aggression.
Recall that Papadia and Antipapadia had fought a
“lengthy civil war” against one another.!” Tempers were
again high, and warships had been called into the disputed
area.1® Indeed, the scale of the crisis was such that the
U.N. Security Council felt compelled to intervene. It
was at this moment of heightened international tension
that the satellite signal from Golden Eye, which allowed
Antipapadia to monitor Papadia’s troop movements, were
cut off, leaving Antipapadia blind.19 It was reasonable of
Antipapadia to believe such an action was the prelude to
aggressive action against her; and indeed, pictures subse-
quently acquired show there was such a buildup.2® In
such circumstances, Antipapadia believed regaining ac-
cess to the satellite signals from Golden Eye was neces-
sary to protect herself from armed attack.

Her interception of the satellite signal was also pro-
portional. First, Antipapadia’s incursion into Papadian
territorial waters only occurmred after the collective
breaches of the Outer Space Treaty by Papadia, Openskey
and Starstripe. Second, at.no time did Antipapadia resort
to the threat or use of force. No one was harmed by her
actions; no property was damaged; no shots were fired.
Throughout the period at issue, no violent or aggressive
action of any kind was taken to obtain the data. Antipa-
padia merely intercepted the data in an effort to verify the
level of threat posed by Papadia, and to preempt an armed
conflict by bringing the crisis to the attention of the in-
ternational community for a feaceful resolution. Seen
thus, her actions were both necessary and proportional,
and as such, justified under international law.

4. Territorial incursions to gain verifica-
tion and obtain evidence are permitted under
international law as promoting peaceful con-
flict resolution.

Customary international law results from a general
and consistent practice of states followed by them from a
sense of legal obligation.2! State practice supports the
view that surveillance actions taken in anticipatory self-
defense are legal and even commendable. The interna-
tional community condoned the use of communications
satellites and military overflights to monitor Iraq’s mili-
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tary readiness, both before the onset of the Guif War and
after the war ended.22 Such forms of reconnaissance re-
duced the danger of armed aggression, and thus legiti-
mized the U.S. claim of anticipatory self-defense.23 The
United States used similar reconnaissance techniques to
identify the construction of Soviet ballistic missile sites
in Cuba in 1962, and used this information to justify a
naval quarantine of the island as an action in self-
defense. 24

State practice also reflects a high degree of tolerance
for actions taken in self-defense when the purpose is to
verify or gain evidence of a breach of international law by
the party against whom such action is taken. In the
Corfu Channel case, the British Royal Navy entered Al-
banian territorial waters to obtain evidence that Albania
was responsible for the explosion of mines that had
caused damage to its ships several weeks earlier.25 Al-
though this Court acknowledged that Albania’s territorial
sovereignty had been violated, it admitted the evidence of
mines and used it to hold Albania liable for the damage
to British ships.26 Similarly, in the case of United
States v. Iran, the U.S. violated Iranian borders in a failed
attempt to rescue the hostages being held in the U.S.
Embassy in Teheran. This Court declined to find the
rescue attempt impermissible, and awarded reparations to
the United States without any deductions to compensate
Iran for the incursion into its territory.2’

B. Antipapadia Did Not Violate International Law by
Intercepting the Signals of Golden Eye,

1. Collection of remote sensing data is
permitted under the principle of free and equal
access to outler space.

The principle of free and equal use of outer space is
established under the 1967 Outer Space -Treaty and in
customary international law.28 Principle IV of the Prin-
ciples of Remote Sensing (“PRS”) incorporates and fur-
ther clarifies this principle with regard to remote sensing
activities.?? State acceptance of this principle is evi-
denced by more than 800 agreements reached within the
U.S. Landsat program for the collection and distribution
of remote sensing data among various countries.3® The
French Spot-Image program had signed more than 40
protocol programs with various countries as of 1980,
which embraced the principle of equal access.?! Foreign
reconnaissance satellites have been widely used by nu-
merous international scientific agencies for more than 20
years, and not one has ever been destroyed by any State.32

2. Espionage and foreign intelligence
gathering is legal in international law.

Antipapadia’s incursion into Papadian territory could
also be characterized as “espionage” or “foreign intelli-
gence gathering.” As such, it would be protected as a
“general practice accepted as law” under Article
38(1)(b).3® International law permits sending spies
across borders to conduct surveillance activities,3* and
leaves it to the domestic law of each nation to punish
spies who are caught35 Every nation in the world en-
gages in espionage and has organizations devoted to that
end. Every codification of the laws of war, including the
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1874 Declaration of Brussels, 36 the 1899 Hague Rules,3’
the 1907 Hague Rules,3® and the Geneva Conventions of
194939 and 1977.40 has recognized the legitimacy of es-
pionage.

Under Article 38(1)(d) of the ICJ Statute, this Court
is permitted to look to the works of “the teachings of the
most highly qualified publicists*4! as a subsidiary means
of determining the rule of law. The legality of espionage
was documented as early as the seventeenth century,
when Grotius wrote, “[S]pies, whose sending is beyond
doubt permitted by the law of nations—such as the spies
Moses sent out . . . if caught are usually treated most
severely.*2  Another more recent publicist noted, “the
law of nations permits the sending of spies . . . intelli-
.gence activities are now accepted as a common, €ven
inherent, attribute of the modern state.”43

Furthermore, under Article 38(1)(d) of its Statute,
this Court may consider the judicial decisions of various
nations as a means of determining the rule of law. 44 In
the cases of U.S. v. Brows® and U.S. v. Abbie Hoff-
man,% U.S. federal courts held that foreign intelligence
activities are in accord with international law. In the
Hoffman case, the court recognized a “thirty year history
of authorizations by Presidents recognizing the necessity
for such surveillance where national defense is in-
volved.”47 v

In the absence of a duty not to engage in some con-
duct, it is presumed that sovereign states have the right
to act in accordance with their perceived self-interest.8
The Lotus case provides that restrictions on the actions
of states are not to be lightly presumed, and acts not ex-
pressly forbidden, are presumed legal.#° Thus, although
clandestine intelligence gathering may be considered an
unfriendly act, it does not violate international law.0

C. Antipapadia Did Not Violate International Law
by Publicly Distributing the Data,
Antipapadia did not violate her obligations under the
Outer Space Treaty or the PRS by publicly distributing
the data. Distribution of remote sensing data is allowed
under the principle of equal and nondiscriminatory access.
Antipapadia did not interfere with the ability of other
States participating in the remote sensing program to
receive and process data from Golden Eye. The data relat-
ing to Papadian territory was released publicly and
thereby made available to all states, including the sensed
state. Thus, Antipapadia in no way violated Papadia’s
rights as a sensed State under the PRS.

1. The “Open Skies” principle permits
free data distribution.

There is no duty in international law to return re-
mote sensing data, as Openskey requests. Customary
international law, as codified in the PRS, allows no re-
strictions on data distribution. The 1986 PRS were ar-
rived at through a lengthy process of negotiation and
consensus building to erect a legal framework for remote
sensing.3! The main issue of contention concerned the
legality of free data distribution. Eventually, the “open
skies” principle was agreed upon. The PRS ended the
“prior consent” regime of remote sensing, by deliberately
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omitting any reference to the right of a sensed state to
either veto remote sensing activities by sensing states,
“or to restrict the dissemination of such data to third par-
ties.”5?

The “open skies” principle can also be found in the
general and consistent practice of states, which requires
unrestricted data distribution. For example, the U.S.
Land Remote Sensing Policy Act of 1992 requires equal
access for all customers with no restrictions to third par-
ties53 The GLOBE Program, a series of bilateral trea-
ties between the U.S. and Costa Rica,>* Moldova,?
Kazakhstan, 5 Korea, 57 Sweden,58 and Ecuador,% respec-
tively, allows data to be distributed, “worldwide without
restriction as to [its] use or redistribution.” A similar
treaty between the U.S. and India explicitly provides for
“unrestricted public availability of all Landsat data,” in
conformance with general Landsat dissemination prac-
tices.50 Similar agreements exists with China,5! Bra-
zil,62 and Zaire.8® Therefore, it was entirely legal for
Antipapadia to distribute the data under customary intes-
national law. In effect, Openskey asks this Court to
ignore the PRS and reinstate the “prior consent” regime
that existed prior to 1986, in defiance of both interna-
tional law and the COPUOS negotiations.

2. Openskey has no intellectual property
rights in the remote sensing data.

Openskey has no right to have the data returned for a
second reason. As a corollary of the “open skies” princi-
ples, no intellectual property rights attach to remote
sensing data. In 1984, for example, NASA refused to
allow the Messerschmitt-Beelkow-Blohm/ENRO consor-
tium to fly its remote sensing pallet, because they in-
tended to retain proprietary rights in the data in violation
of the “open skies” policy.6* Similarly, a standard fea-
ture of NASA contracts is the absence of copyright
clauses,55 illustrating that state practice does not recog-
nize proprietary rights in remote sensing data.

Similarly, none of the relevant treaties or conven-
tions governing copyright or intellectual property pro-
tects remote sensing data. Both the Brussels Convention
of 19746 and the Rome Convention of 196087 apply to
literary or artistic works, and imply a public reception
and distribution of sounds or images fixed on some me-
dium. Remote sensing data, either processed or unproc-
essed, does not fit within this definition. In 1986 the
Austrian Supreme Court ruled as a matter of law in Sky
Channel, that the fact that data transmissions are en-
crypted proves they are not intended for public recep-
tion,%8 and therefore neither Convention would apply to
remote sensing data. By their own terms, therefore, nei-
ther Convention is applicable.

For similar reasons the Berne Convention®® does not
apply. The unenhanced data from Golden Eye is raw
material containing no originality or uniqueness of ex-
pression, and does not fall within the purview of Bemne's
Article 2,70 For this reason, one publicists notes,
“remote sensing imagery cannot be protected on the basis
of the provisions of [the Berne] Convention.””!  Nor is
raw data copyrightable, making the Universal Copyright
Convention equally inapplicable.”> Only the Draft Di-
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rective of the European Commission on the Legal Pro-
tection of Databases” is arguably relevant in this case,
but it is neither in force nor binding. (Moreover, any
protection in the data under any of these treaties would
accrue not to Openskey, but to Antipapadia as the party
that enhanced and processed the data. Antipapadia does
not need to rely on this protection, however, as the data
was not illegally taken.)’® States recognize that data
obtained through espionage or surveillance is not pro-
tectable as intellectual property. For this reason they
invest millions of dollars in encryption technology to
protect the integrity of their systems and their data. They
know that information lost, fairly or unfairly, is simply
not recoverable as intellectual property.

D. Antipapadia Qwes No Damages to Openskey for
Lost Revenues,

Antipapadia’s actions in intercepting and obtaining
the data were in accordance with international law and
thus Antipapadia cannot incur any responsibility for
damages.

1. Openskey’s damages are remote and in-
direct.

Even if Antipapadia’s acts had been wrongful, dam-
ages could not be awarded because her acts were not the
proximate cause of Openskey’s losses.”> Indirect dam-
ages are not recoverable under international legal princi-
ples.’”® For example, in the Alabama Arbitration,’”’
American claims regarding the cost of pursuing a Con-
federate ship built in Britain were non-recoverable for two
reasons. First, they were indistinguishable from general
war expenses.’®  Second, prospective earnings were
speculative.”®  Similar results were reached in The
Newshwang case,30 as well as the Naulilaa Claims,8!
where losses which were not a direct result of fault, were
non-recoverable.

In the Naulilaa Arbitration, the tribunal rejected any
causal link between German actions and a native uprisin
in a Portuguese colonial territory as too remote.®
Similarly, in this case there is no showing that Antipa-
padia’s acts of intercepting and distributing the data re-
sulted in switching off the satellite transmissions to An-
tipapadia and Papadia. Indeed, the evidence contradicts
this conclusion. Openskey had already switched off the
signals to Antipapadia before the signals from Golden
Eye were intercepted and distributed. If Openskey had
fulfilled her treaty obligation by continuing to transmit
data to both countries equally, Antipapadia would never
have had to resort to intercepting the data. Furthermore,
it was Starstripe who insisted that the data transmissions
be switched off. Any damages arising from this action
would be a contractual issue between Openskey and Star-
stripe and not attributable to Antipapadia. When ruling
on the issue of remoteness of damages, international
courts must consider such parallel or subsequent causes
(or novus actus interveniens) as negating responsibility
for damages.33 Such is the case here.

2. Openskey no
harm.

suffered compensable
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In order for liability to obtain a state must suffer
some sort of direct injury to the state interest. Generally,
this involves property damage, injury to nationals, or, as
in the Cosmos 954, harm to a state interest (e.g., viola-
tion of airspace) coupled with a straightforward threat to
the population’s health and safety.34 The list of poten-
tial injury is by no means exclusive, but in this case it is
difficult to see what compensable injury Openskey has
suffered at all. Openskey’s territory was not violated,
Openskey set the terms of the contract; Openskey made
the decision to shut off Golden Eye. Further, the data
Antipapadia released to the press concemed Papadia, not
Openskey. In sum, the only harm Openskey has suffered
has been the loss of information which she was contrac-
tually obligated to deliver to Antipapadia in any event.
Neither embarrassment or aggravation alone is compen-
sable under international liability principles.

II. Openskey violated international law by
switching off Golden Eye in the coverage area
of the Antipapadian ground station.

A. Openskey Breached Her Duty to Ensure that
Outer Space is Used Exclusively for Peaceful Purposes
by Using Golden Eye to Aid Aggression.

1. Outer Space must be used solely for
peaceful purposes.

The peaceful use of space has been the cormerstone of
international space law since its inception, and is a fun-
damental tenet of customary law.35 Indeed, the U.N.
committee to oversee space issues is aptly named the
Committee on Peaceful Uses of Outer Space
(“COPUOS™). The term “peaceful” can be found in vir-
tually every UN. document devoted to outer space.36
The Quter Space Treaty recognizes “the common interest
of all mankind in the progress of the exploration and use
of outer space for peaceful purposes.”8’

Nor is this language merely hortatory. Article 31 of
the Vienna Convention on the Law of Treaties (“Vienna
Convention™) provides that ambiguous treaty language
should be interpreted in the context of, and consistently
with, other treaty provisions, including the preamble,
annexes and other documents referenced in the treaty.®8
Thus, this Court may consider these items in determin-
ing what uses of space are consistent with this “peaceful
purposes” requirement. Article IV of the Outer Space
Treaty requires the demilitarization of space and the use
of space to maintain “international peace and security.”89
Article III incorporates the Charter of the United Nations,
which prohibits the “threat or use of force” under Article
2(4).99 The Charter also requires States to settle interna-
tional disputes “by peaceful means,” without endangering
“international peace and security.”%!

Prominent scholars of international space law have
interpreted Articles III and IV of the Outer Space Treaty
as not only prohibiting the militarization of space, but
also as prohibiting any use-of space for aggressive pur-
poses.”2 Professor Dembling, former General Counsel
of NASA states, “{a]ny military use of outer space must
be restricted to non-aggressive purposes in view of Arti-
cle III, which makes applicable . . . the [U.N.] Char-
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ter.”93 One publicist notes that the “peaceful purposes”
language of Article IV, “brings in the notions of both
intent and of consequences; the activity must not be de-
signed to terminate in some use of force contrary to in-
ternational law.”%* The use of remote sensing systems
to aid aggression runs contrary to these principles.

2. Openskey allowed Golden Eye to be
used for aggressive purposes.

Of course, not all military uses of outer space are
prohibited. Remote sensing satellites have been exten-
sively used for military reconnaissance, communications,
and command-and-control purposes. Nevertheless, it is
equally clear that any use of such satellites for the pur-
pose of inciting, facilitating or encouraging armed con-
flict, or to intervene in the affairs or interests of another
state, is expressly prohibited. In other words, the use of
remote sensing systems to usurp natural resources from
another nation, to launch a secret attack, or to bully a
weaker nation would all violate these proscriptions. That
is what has occurred here.

Openskey manipulated Golden Eye for the wrongful
purpose of providing a military and strategic advantage to
Papadia. Whether Papadia’s ultimate purpose was to
seize the disputed oil fields or to attack Antipapadia is
irrelevant. In either event, Openskey connived with Pa-
padia to use outer space aggressively to the detriment of a
developing nation.

B. Switching Off Golden Eye Constituted an Im-

The requirement that space must be used exclusively
for “peaceful purposes” incorporates the concept of non-
intervention and the prohibition on the “threat or use of
force’” as established in the U.N. Charter and under cus-
tomary international law.95 In the Nicaragua case, this
Court held that the principle of nonintervention has risen
to the level of jus cogens, and thus no derogation from
this duty is permitted.”® The Court concluded that there
is no right “for States to intervene, directly or indirectly,
with or without armed force . . . in another State.%7 The
Court focused on the underlying intent of the United
States, finding that the U.S. would have illegally inter-
vened merely by supplying funds to the Nicaraguan Con-
tras, because its intent in doing so was to destabilize the
Nicaraguan government.?8 This ruling reflects that the
use of armed military force is not a necessary prerequisite
for finding an intervention illegal under international law.
Antipapdia concedes that switching off Golden Eye likely
does not rise to the level of impermissible intervention.
However, such an action, particularly in the circum-
stances in this case, in which war appeared imminent,
would constitute a “threat of force,” actionable under in-
ternational law. Such a threat of force is not only illegal
in and of itself, but justified Antipapadia’s incursion into
Papadia’s territory as an act of self-defense, discussed
supra. '

C. Customary International Law Regards Switching

off Reconnaissance Satellites As Aggressive.
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1. Switching off Golden Eye was a veiled
act of aggression.

Under Article 38 of its Statute this Court may apply
international custom, or “a general practice accepted as
law.”™? The use of remote sensing satellites to monitor
potential opponents is a general practice and is regarded
in the international community as necessary to prevent
war, by making surprise attacks impracticable. The Lon-
don Session of the David Davies Memorial Institute
Draft Code of the Rules of Outer Space noted that mili-
tary surveillance or reconnaissance satellites, “contribute
to an open world and so increase rather than diminish
security.”1%0 The General Assembly has adopted numer-
ous resolutions condoning the use of “confidence and
security building” measures of verification.191 To this
end, the U.S.-Soviet Anti-Ballistic Missile Treaty of
1972 (“ABM Treaty””) recognized the mutual existence of
remote sensing satellites and considered them a safeguard
in the balance of power and arms control.192 For this
reasons, Article 12(2) of the ABM Treaty prohibited both
parties from interfering with the others’ remote sensing
satellites.  Such interference, which would include
switching off a satellite signal, would have been regarded
as an aggressive act.

Terminating a military reconnaissance signal is a
“threat of force” impermissible under customary interna-
tional law. It this case it was particularly provocative, as
the U.N. Security Council resolution calling upon both
nations to refrain from “controversial actions”.193 Be-
cause of this illegal act, Antipapadia was forced to acquire
verification of the military buildup in Papadia in order to
comply with UN .Charter requirements regarding the
pacific settlement of disputes under Chapter VI, and re-
sponses to breaches of the peace under Chapter VII.104

2. Openskey behaved provocatively & in
bad faith.

The only motive served by switching off signals to
Antipapadia, while continuing full service to Papadia,
was to give Papadia a strategic and military advantage in
the conflict with Antipapadia. Starstripe is a close eco-
nomic and political ally of Papadia, and it is stipulated
that Papadia asked Starstripe to “intervene” in the conflict
against Antipapadia on her behalf.1%5 Thus, the purpose
underlying the decision to switch off Antipapadia’s access
to Golden Eye was to illegally intervene in the conflict
between Papadia and Antipapadia.

Further, Openskey exploited Antipapadia by prevent-
ing her access to natural resources in which has a legiti-
mate right. Openskey acted in bad faith by leading Anti-
papadia to believe that she was receiving valuable data,
when the data had actually been downgraded and trans-
formed by Openskey without Antipapadia’s knowledge.
While Starstripe reserved the right under its export li-
cense to demand a “downgrading” of data in furtherance of
its own “national security interests,” this cannot explain
Openskey’s actions. The license makes no reference to
any right to completely switch off satellite transmis-
sions. The right of “downgrading” does not include
switching off, but rather refers to reducing the technical
level or quality of the data being transmitted. Further-

483

more, neither Openskey nor Starstripe can claim any
legitimate “national security interest” in this matter, as
the conflict was between Papadia and Antipapadia.

III. Openskey breached her duty to provide
equal and nondiscriminatory access to data
from Golden Eye by delivering to Antipapadia
a ground station with hardware and software
technically inferior to that delivered to Pa-
padia.

A. Openskey Breached Her Duty To Provide Equal

Antipapadia and Openskey are both parties “to all the
relevant international treaties,"!% which would include
the Outer Space Treaty.!97 Under the principle of pacta
sunt servanda set forth in Article 26 of the Vienna Con-
vention on the Law of Treaties, treaty provisions are
legally binding on Openskey and must be performed in
good faith,108

1. The Outer Space Treaty establishes a
duty of equal and nondiscriminatory access
that specifically applies to remote sensing
activities.

Article I of the Outer Space Treaty provides that
outer space shall be used by States on a free and equal
basis “without discrimination of any kind.”'® This Ar-
ticle gives special consideration to ensuring equality for
developing countries.!19 Remote sensing of the earth by
satellite constitutes a “use of outer space” within the
meaning of the Outer Space Treaty. The specific nature
of the treaty duty to provide equal and nondiscriminatory
access is further codified in Principles II and IV of the
Principles of Remote Sensing.1!1  Principle IV reflects
that the PRS were intended to further define and codify
existing obligations contained in Article I of the Outer
Space Treaty.112 Principle II strengthens the applicabil-
ity of the nondiscrimination obligation when the inter-
ests of developing countries are at stake, expressly adding
the clause, “taking into particular consideration the needs
of developing countries.” 113 Principle XII sets forth the
specific actions States must take to comply with this
duty. States conducting remote sensing activities must
meet five explicit requirements under Principle XII to
fulfill their duty: they must (1) provide the satellite data
to the sensed state without delay;!4 (2) provide the
sensed state with both primary and processed data;1!5 (3)
provide such data on a nondiscriminatory basis; (4) pro-
vide access to the data on “reasonable cost terms’; and (5)
provide any additional analyzed information in the pos-
session of another State to the sensed state on the same
basis and terms.116 The State conducting remote sensing
activities must fulfill these five requirements with
“particular regard being given to the needs and interests of
the developing countries.”117

2. The duty to provide equal and nondis-
criminatory access is also recognized under
customary international law.
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The duties set forth under the Outer Space Treaty and
defined under the PRS are merely a codification of cus-
tomary international law. Under Article 38 of the Statute
of the International Court of Justice, an international
custom is defined as, “evidence of a general practice ac-
cepted as law”118 A rule becomes international custom
when states conform to it out of a sense of legal obliga-
tion, or opinio juris.1'® 1In the North Sea Continental
Shelf Cases, this Court found that the acceptance of a
practice by a representative majority of states over a pe-
riod of time was sufficient to create a rule of customary
law.120 In that case, a custom recognizing exclusive
economic zones had emerged in a period of only ten
years.121

States with active space programs consistently rec-
ognize and enforce the rule of nondiscriminatory access to
data gained from remote sensing satellites. For example,
U.S. domestic law requires private entities operating re-
mote sensing systems to make data available to other
countries, “as soon as such data are available and under
reasonable cost terms.”122 This Act expressly prohibits
any private contractual arrangements, “regarding delivery,
format, pricing or technical considerations which would
favor one customer or class of customers over an-
other.”123 The U.S. policy also requires equal access for
“all users,” and not merely for a State whose territory is
being sensed.124 '

3. Openskey breached this duty of non-
discrimination.

Superview Inc. is a private commercial satellite op-
erator licensed by the government of Openskey to carry
out commercial VHR activities using the Golden Eye
satellite. Openskey reviewed and approved the agree-
ments between Superview, Inc. and the governments of
Papadia and Antipapadia, and delivered the ground station
hardware and software to each country. Therefore, Open-
skey knowingly and intentionally delivered a ground sta-
tion to Antipapadia that was technically inferior to the
“latest technology” being delivered to Papadia.l?5 There
is no indication in the Compromis that Openskey in-
formed Antipapadia that her ground station was inferior
to the one delivered to Papadia, or that Openskey offered
Antipapadia a more advanced ground station. Openskey
may have assumed Antipapadia could not afford more
advanced technology because she is a developing country
with “limited economic resources.”!26 However, the fact
that Antipapadia was able to “buy a state-of-the-art mo-
bile ground station” from another source on the open
market soon after reflects that Openskey charged Antipa-
padia an unreasonable price for this equipment and soft-
ware.12’  Thus, Openskey failed to make the system
available “on a nondiscriminatory basis and on reasonable
cost terms” as required under PRS Principle X11.128

The duty to provide nondiscriminatory access to re-
mote sensing data applies to primary data, processed data,
and any other additional analyzed information gained via
satellite.129 By delivering an inferior system and then
downgrading the data transmitted to Antipapadia, Open-
skey prevented Antipapdia from receiving the same pri-
mary, processed and analyzed data as Papadia to identify
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natural resources in which both states have rights and
interests.

B. Openskey Engaged In An “Abuse of Rights”
Which Denied Antipapadia the Opportunity to Locate
Natural Resources.

1. International law recognizes Antipa-
padia’s rights in the maritime area in which
Openskey is conducting remote sensing ac-
tivities. :

Papadia and Antipapadia are island nations located in
the same geographic region and separated by a disputed
territorial sea.130 Although neither state is a party to the
UNCLOS III Treaty, it is generally recognized under cus-
tomary norms of the international law of the sea 13! that
States composed of inhabited islands are entitled to claim
up to a 12-pautical-mile territorial sea, a continental
shelf, and a 200-nautical-mile exclusive economic
zone.!132  International tribunals have recognized such
maritime boundaries under customary international
law.133  For example, in the case of Libya v. Malta,
concerning the delimitation of disputed seas between a
small island state and a large continental state, this Court
determined that the exclusive economic zone had emerged
as part of customary international law.134 These mari-
time boundaries are subject to bilateral delimitation,
however, where the claims overlap with claims made by
other islands or states, as in the present case.

Under customary law, coastal states have sovereignty
over internal and territorial waters, including natural re-
sources contained therein.135 The principle of full and
permanent sovereignty over natural resources is firmly
established in customary law, as exemplified by state
practice and by landmark U.N. resolutions such as the
Charter of Economic Rights and Duties of States.136 In
addition to sovereignty over its internal and territorial
waters, a State has exclusive rights to the natural re-
sources contained within its exclusive economic zone.137
As this Court ruled in the North Sea Cases, where
boundaries are disputed, natural resources should be equi-
tabl
divi<i>d.138 Judge Philip Jessup stated in his separate
opinion that the maritime boundary in that case should
be delimited by focusing on the real basis of the dispute -
access 1o hydrocarbons in the seabed of the North Sea.!3?

Similarly, the principle of “autonomous equity” has
been universally applied in international adjudications to
decide maritime boundary disputes. Under this principle,
the Court must take into consideration all factors relevant
to fairness and equity in deciding each particular case. 140
In Tunisia v. Libya, Judge Jiminez de Arechaga explained
the importance of equity in such disputes, stating, “the
judicial application of equitable principles means that a
court should render justice in the concrete case, by means
of a decision shaped by and adjusted to the relevant fac-
tual matrix of the case.”141 Similarly, in the North Sea
Cases, this Court held that the interests of all nations
must be taken into consideration.!4? In the Jan-Mayen
case,13 this Court considered the division of natural re-
sources to be an important equitable factor in delimiting
the maritime boundary between a small Norwegian island
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and Greenland.!44 In that case, the Court identified the
prime commercial fishing area and divided it in half, giv-
ing both states equal access to the fishery.145

Therefore, based on the holdings in Jan-Mayen and
the North Sea Cases, it is probable that both Papadia and
Antipapadia should receive an equitable share of the natu-
ral resources contained in the disputed territory. While
the facts contained in the compromis are limited, what
facts we do have indicate that Antipapadia has as great a
right to these natural resources as any other claimant, and
at least as much right as Papadia. We know, for exam-
ple, that Drillwell and Sinkbetter searched for oil near a
“small coastal area” only eight miles from one another in
the disputed territorial sea.}46 These facts suggest that
the disputed territory is small enough for each State to
have a legitimate, yel overlapping, claim to the oil
fields. Ergo, both states likely have legitimate and le-
gally enforceable rights to an equitable share of the oil
contained within the disputed territory. Even if this turns
out not to be the case, the equitable principles elucidated
in Jan Mayen and North Sea would prevent a richer, more
technologically advanced nation from misusing these
advantages to hobble a developing nation in its search for
its rightful share of natural resources. Such an action
must constitute an abuse of rights, as discussed infra.

2. The disputed territorial sea is part of
Antipapadia’s “territory” within the meaning
of the PRS and the Outer Space Treaty.

In setting forth obligations of the State conducting

remote sensing activities, Principles XII and XHI of the .

PRS make reference to the “territory” and “jurisdiction”
of the sensed state.!4” While the terms “territory” and
“jurisdiction” are not explained within the text of either
the PRS or the Quter Space Treaty, it is clear that these
terms were used to protect the natural resources of devel-
oping nations. Article 32 of the Vienna Convention
permits the use of supplementary means of interpreting a
treaty, where the language is ambiguous or would lead to
an unreasonable result.14® The travaux préparatoires are
useful in this regard.

During the negotiation of the PRS, many countries
sought to add language to expressly include the sensing
of marine areas within the remote sensing regime. The
joint articles submitted by Brazil and Argentina made
specific reference to sensing of “resources located in mari-
time areas under [the] jurisdiction of the sensed state,”149
while draft principles submitted by Mexico!*® and
Chile!3! contained almost identical language. Drafts by
Argentina and Brazil!32 further provided for all States to
receive data regarding natural resources of “maritime areas
outside national sovereignty or jurisdiction,” while drafts
submitted by the Soviet Union153 and France!54 included
data access for “areas outside the national jurisdiction of
any state.”13  Similarly, the domestic policy of the
United States has always been to ensure equal access to
data for all States, and not merely for States whose terri-
tory is sensed.156 Therefore, in the final draft of Princi-
ple XII, “territory” was changed to read, “territory under .
.. the jurisdiction” of the sensed state.1>’ The drafters
intended this change to reflect a broader, more flexible
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view of the notion of “territory” with regard to which
sensed States are owed the specific duties enumerated
under Principle XII. The word “territory” should be in-
terpreted as being consistent with two key points empha-
sized throughout both the Quter Space Treaty and the
PRS: (1) the principle of equal access and use of space by
all States; and (2) the special needs of developing coun-
tries to have equal access and control over their natural
resources. 158

Antipapadia is a developing country with legitimate
rights in the natural resources located in the disputed ter-
ritorial sea. The intent of the Outer Space Treaty and
PRS is to protect developing nations and their natural
resources from being exploited by more economically
developed nations such as Openskey and Papadia. That is
exactly what has occurred in the present case. Antipa-
padia, a lesser developed nation, was denied a fair chance
to find and exploit these natural resources because of the
connivance of Openskey and Papadia. For this, Open-
skey should be held responsible. As space law publicist
and ICJ Justice V. S. Vereshchetin wisely put i,
“[flreedom of outer space should not be used as a pretext
for violating sovereign rights of states on the earth.”159

3. Openskey engaged in an “abuse of rights” by in-
terfering with Antipapadia’s opportunity to locate and
exploit these natural resources

Article IX of the Outer Space Treaty provides that
states must pay “due regard to the corresponding inter-
ests” of other parties.160 This otherwise vague provision
is given specific legal content in the context of remote
sensing through Principle IV of the PRS,!6! which
Openskey signed. This principle requires that remote
sensing activities, “shall be conducted on the basis of
respect for the principle of full and permanent sover-
eignty of all States and peoples over their own wealth
and natural resources.”1%2 While arguably some of the
provisions of the PRS lack the required legal specificity
to be regarded as customary international law, Principle
1V (the longest and most detailed provision) was meant
to embody a binding principle of international law by the
drafters - the “abuse of rights” doctrine. Thus, read in
conjunction with the specific treaty requirements of Arti-
cle IX of the Quter Space Treaty, Principle IV of the
PRS establishes liability for those nations which abuse
their remote sensing rights.
Principle IV does not create a new right in international
law, but rather makes the customary “abuse of rights”
doctrine applicable to remote sensing activities. This
principle was explicitly recognized in Article 3 of the
Montevideo Convention,!63 Article 28 of the Geneva
Convention on the High Seas,164 and has been applied in
the Trail Smelter Arbitration,165 the German Interests in
Polish Upper Silesia Case (Merits),!% and the Anglo-
Norwegian Fisheries Case.’” Likewise, in the Free
Zones Case, the Permanent Court found that while the
French could legitimately enact fiscai legislation in the
free zones (which were French territory), a reservation
protected abuse of this right to the harm of others.168
Publicists Ian Brownlie, Sir Hersch Lauterpacht, and Dr.
F.A. Mann have noted that abuse of rights is a general
principle of international law.169



This article from International Institute of Space Law is published by Eleven international publishing and made available to anonieme bezoeker

The abuse of rights doctrine is particularly relevant in
this case. First, as Brownlie notes, the abuse of rights
doctrine is the alter ego of the principle of nondiscrimina-
tion,170 and Openskey’s discrimination in favor of Pa-
padia is at the heart of this case. Second, the totality of
Openskey’s conduct was inequitable, discriminatory, and
unjust. Openskey knew that Antipapadia’s purpose for
purchasing the equipment was to locate the oil fields, yet
she delivered equipment and software that was unfit for
this purpose. This action interfered with Antipapadia’s
legitimate rights and interests in the natural resources
contained in the disputed territorial sea. The low quality
of the data received and the inferior technology made it
impossible for Antipapadia to locate the oil fields.
Through this abuse of rights, Openskey violated Antipa-
padia’s opportunity to find and use these nonrenewable
natural resources.

IV.Openskey owes damages to Antipapadia
for the intentional downgrading and uninten-
tional transformation of data transmitted to
Antipapadia

A. Openskey js Liable for Damages under the Li-
ili ngi

1. The Liability Convention imposes ab-
solute liability on Openskey for damages
caused by Golden Eye.

As the State party who “launched or procured the
launching of an object into outer space,” Openskey fits
the definition of a “launching party” contained both in
Article VII of the Outer Space Treaty!’! and in Article
I(c)(i) of the Convention on International Liability for
Damage Caused by Space Objects (“Liability Conven-
tion”).172 In the present case, Openskey “procured the
launching” of Golden Eye by purchasing it from Gold-
star. Golden Eye, including the component parts, is a
“space object” within the meaning of Article I(d).!”?
Thus, under Article II of this Treaty, Openskey is abso-
lutely liable to Antipapadia for the damages caused by
Golden Eye.174 ‘

Article I includes within the definition of damages
any “loss of or damage to property of States.”175 Such
damage includes not only the outright taking of property,
but also any “unreasonable interference . . . [such] that
the owner thereof will not be able to use, enjoy or dis-
pose of the property within a reasonable time after the
inception of such interference.”176  The malfunctioning
of Golden Eye caused such damage to the property of
Antipapadia, and to the property of Sinkbetter as a juridi-
cal entity in Antipapadia.

2. The damages suffered by Antipapadia
and Sinkbetter are compensable under the Li-
ability Convention.

On first reading, the Liability Convention does not
seem to be the proper vehicle for Antipapadia’s claims.
However, a look at the preparatory work of the Conven-
tion reveals otherwise. The General Assembly resolution
calling for the drafting of such a convention expressed
concern that, “the remedies for damage caused by space
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objects are inadequate for the needs of the nations and
peoples of the world.”177  The travaux préparatoires of
the Liability Convention reflect that it was intended to
include damages caused not only by the space object it-
self, but also “by the functioning of scientific instru-
ments on board.”17® At the suggestion of the United
States, the measure of damages adopted under Article XII
was based on Chorzow Factory, which provided that repa-
ration should restore the claimant to the condition ex
ante.1’ This formula was approved by negotiators.!80
Article XII specifically provides that damages shall be
determined, “in accordance with international law and the
principles of law and equity.”18! The term “equity” is
used in its popular sense to signify the ri%ht of States to
receive compensation for moral injury,!8% as well as ac-
tual physical harm. Moral injury includes injuries to the
dignity or sovereignty of a State, such as that caused by
the breach of a treaty obligation, regardiess of the pres-
ence of material damages.!83 Thus, as Carl Christol
points out, the Convention not only allows recovery for
direct damages, “caused” by space objects, but “moral
injury” as well 134

B. Openskey is Liable for Both the Costs of Ex-
ploratory Research and for Lost Oil Revenues,

The proper measure of damages under Chorzow Fac-
tory is to restore Antipapadia ex ante. Similarly, under
Article 35(2) of the U.N. Convention on Contracts for
the International Sale of Goods, the seller must provide
goods fit for the purpose made known to the seller at the
time of purchase.1® Here, had Golden Eye functioned
correctly, Sinkbetter would have located and extracted the
oil. The distortion of data from Golden Eye interfered
with Antipapadia’s use of the ground station, software,
and data processing equipment. This distortion rendered
the equipment utterly useless. It required Antipapadia to
purchase a new mobile ground station in order to receive
clear and usable satellite signals for the exploratory re-
search. Because of false reliance on distorted data from
Golden Eye, Sinkbetter undertook unnecessary and fruit-
less exploration.

Moreover, it is almost certain that Sinkbetter’s ef-
forts to locate the oil would have been successful had she
received clear and undistorted satellite data. When trans-
mitting correctly, Golden Eye has a VHR capability with
resolutions as high as 1.5 meters.}86 This exceptional
accuracy easily enables a user to locate petroleum depos-
its; and indeed, using clear and undistorted data permitted
the Drillwell to find such deposits. These facts establish
a direct causal link between the malfunctioning of Golden
Eye and the damages incurred by Antipapadia and Sink-
better. Thus, these damages are neither remote nor indi-
rect under international standards, and should be awarded.
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